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AyteHTudukaums 8 WiFi cetb ¢ ucnonbsosaHvem OTP Ana koHTponnepos Cisco WLC 1.0

AHHOTAaUWMA

HacToAwmin LOKYMEHT COLEPKUT CBEAEHUA NO HAacTpoliKke ayTeHTUGUKauum B WiFi ceTu ¢ ncnonb3oBaHmem
opHopasoBbix naponei (OTP). Ha koHTposnnepax Cisco WLC.

JoKymeHT npeanonaraet HanmMume paseepHyTon cuctemol OTP ayTeHTUOMKaumm, cepeep ¢ JAS n NTP
naarMHom, Haanumne KoHtponnepa Cisco WLC.

HacTtoAwmnin AOKYMEHT, BKNtOYaA NoABOP 1 pacnosioKeHne UANKCTPALMUIA U MaTepuanos B HEM, ABNAETCA OOBEKTOM aBTOPCKMX NpaB U OXpaHAeTca

B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickoit Pepepaumn. Obnagatenem UCKAUUTENBHBIX aBTOPCKUX U MMYLLECTBEHHbIX NPaB ABNAETCA

3A0 «AnagguH P. [.». Ucnonb3oBaHune 3TUX MaTepuanos ntobbim cnocobom 6e3 NUcbMeHHOTo paspelueHua NpaBoo6iaaaTena 3anpeLeHo U MoXeT NoBieyb
OTBETCTBEHHOCTb, MPeAYCMOTPEHHYIO 3aKOHO4aTeNbCTBOM Pd.

NHbopmaLuma, npuseEHHaA B JaHHOM JOKYMeHTe, NpefHasHavyeHa UCKNIOUYUTENBHO AJ1f 03HAKOM/IEHWA U He ABAAETCA ucyepnbiBatoLiei. CocTaB NpoayKToB,
KOMMOHEHT, UX QYHKLIMK, XapaKTePUCTUKM, BEPCUM, AOCTYNHOCTb U NP. MOTYT BbITb U3MEHEHbI KoMnaHuei «AnapavH P. [.» 6e3 npeaBapuTeibHOTO
yBeAoMaeHuA. Bce yKasaHHble AaHHbIE O XapaKTepPUCTUKaX MPOAYKTOB OCHOBAHbI Ha MEXAYHAPOAHbIX UM POCCUIACKMX CTaH4apTax M pesynbTatax
TECTUPOBAHUA, NOJYHEHHbIX B HE3AaBUCUMbIX TECTOBbIX MM CEPTUPUKALMOHHBIX 1abopaTopuax, 6O Ha NPUHATLIX B KOMNAHUW MeToAMKax. B gaHHOM
[OKYMEHTe KomnaHua «AnaaaunH P. [1.» He NpefocTaBNAET HUKAKUX HU ABHbIX, HU NOAPa3yMeBaeMblX rapaHTUit.

Bnasenbuem ToBapHbIx 3HakoB AnaaauH, Aladdin, JaCarta, norotunos u npasoobnagatenem UCKIUYNUTE/IbHBIX NPaB Ha UX AM3aiH U UCNO/Ib30BaHMe,
NaTeHTOB Ha COOTBETCTBYHOLME NPoAyKTbl ABnaeTca 3A0 «AnagauH P. [.».

Bnagensbuem ToBapHbIX 3HakoB Apple, iPad, iPhone, Mac OS, OS X asnsetca kopnopauua Apple Inc. Bragenbuem ToBapHoro 3Haka |0S aBnsetca KomnaHus
Cisco (Cisco Systems, Inc). Bragenbliem ToBapHoro 3Haka Windows Vista u ap. — kopnopauusa Microsoft (Microsoft Corporation). HazsaHus npoumnx
TEXHONOMMI, NPOAYKTOB, KOMMNAHUI, yNTOMUHAOLLMXCA B JAHHOM JOKYMEHTE, MOTYT ABAATLCA TOBAPHbIMM 3HaKaMM CBOWX 3aKOHHbIX BAAAE/bLEB.

CsepaeHuA, NnpuBeAEHHbIE B JAHHOM AOKYMEHTE, aKTya lbHbl Ha AaTy ero nybankauum.

Mpy nepeneyaTke U UCMONb30BAHUM AAHHbIX MaTepuanos NM6o Nto60oI UX YacTh ccbiikn Ha 3A0 «AnapaunH P. [.» ob6asaTenbHbI.

© 3A0 «AnapaauH P. [.», 1995-2016. Bce npasa 3aLumLleHbl.
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AyteHTudukaums 8 WiFi cetb ¢ ucnonbsosaHvem OTP Ana koHTponnepos Cisco WLC 1.0

Xo4 HaCTPOWKM

1. MNepengute B ocHacTKy Network Policy Server n no6asbTe HoBbil1 RADIUS Client.

File Action View Help

L

e MPS (Local) RADIUS Clients
4 [7] RADIUS Clients and Servers -
i RADIUS Clients a RADIUS clients allow you to specify the network access servers, that provide access to your network.
I3 Remote RADIU, | New
A ‘J’__EJ Policies -
=] Connection Re (el Friendly Name IP Address Device Manufacturer MWAP-Capable Status
] Network Polici View b
7] Health Policies Refresh
I+ 5 Metwork Access Py
% A - Help
8 Accounting
| Wlj Templates Management |

2. 3apgaiuite Friendly name, IP-agpec 6ecnposogHoro koHTpoanepa Cisco WLC u o6wmii Shared secret.

Settings | Advanced

[#] Enable this RADIUS client

["] Select an existing template:

Name and Address

Friendly name:
|Gsco WLC |

Address (IP or DNS):
[10.1020.10 || Vedty.. |

Shared Secret
Select an exdsting Shared Secrets template:

| None v |

To manually type a shared secret. click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS dlient with the same shared
secret entered here. Shared secrets are case-sensttive.

®) Manual ) Generate
Shared secret:

Confirm shared secret:

3. Ha koHTponnepe Cisco nepengute B meHto Security ->RADIUS -> Authentication. Co3aalite HoBytO
3anucb 0 RADIUS-cepBepe, HaxkaB KHOMNKy New...

N I Il I B Save Configuration Ping Logout Refresh
CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers apply | | mNew.. |
- i 1 IP Add
1 -
General Call Station 1D Type ress
« RADIUS
Authentication Use AES Key Wrap 7] (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Accounting
Fallback MAC Delimiter
* TACACS+
LDAP Network Server
Local Net Users User Management Index Server Address Port IPSec Admin Status
MAC Filtering

Disabled Clients
User Login Policies
AP Paolicies
Password Policies

» Local EAP

© «AnagauH P. [.», 2016 Crp. 4
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4. 3apavite agpec RADIUS-cepBepa, Shared secret, ybeantbca B Tom, 4To Server Status BbICTaB/ieH B

Security

v AAA
General
» RADIUS
Authentication
Accounting
Fallback
* TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP

¥ Priority Order

b Certificate

» Access Control Lists

Wireless Protection
Policies

Enabled. 3aBepwnTb HaCTPOIKY, HaxkaTuem KHonku Apply.

ITOR  WLANs

RADIUS Authentication Servers > New

Server Index (Priority)
Server IP Address
Shared Secret Format
Shared Secret

Confirm Shared Secret
Key Wrap

Port Number

Server Status
Support for RFC 3576
Server Timeout
Network User
Management

IPSec

CONTROLLER

Sawve Configuration Ping Logout Refresh

HELP  FEEDBACK

MANAGEMENT  COMMANDS

WIRELESS  SECURITY

< Back Apply I

10.10.20.20

O (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
El seconds

Enable
Enable

O Enable

5. 3arpysutb Ha KoHTposanep Cisco apxmB KacTomusaumm seb-nHTepdelica.

alvaln
cIsco

Commands

Download File
Upload File
Reboot

Config Boot
Scheduled Reboot

-

Reset to Factory
Default

Set Time

Login Banner

MONITOR  WLANs

Download file to Controller

File Type

Transfer Mode

Server Details

CONTROLLER

Save Configuration  Ping Logout Refresh

HELP  FEEDBACK

Clear Download I

WIRELESS SECURITY MANAGEMENT COMMANDS

Webauth Bundle ~

IP Address
File Path

File Name

Server Login Username

Server Login Password

Server Port Number

10.10.20.100

l |

‘web_cust_bund\a.tar |

6. B meHto Security -> Web Auth BbicTaBbTe 3HaueHne Web Authentication Type — Customized.

CIsCOo

Security

* AAA
General
= RADIUS
Authentication
Accounting
Fallback
¥ TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

¥ Local EAP

¥ Priority Order

b Certificate

b Access Control Lists

Wireless Protection
Policies
v Web Auth

Web Login Page
Certificate

MONITOR  WLANs

Web Login Page

Web Authentication Type

Redirect URL after login

CONTROLLER

Save Configuration  Ping  Logout Refresh

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Apply

Preview...

[Customized (Downloaded) ~

7. TMepeiguTte Ha CTpaHULLY HAaCTPOIMKM TOYEK AOCTyMNa U CO34aiTe HOBYIO TOYKY focTyna (AP).

WLANSs

* WLANs
WLANS

» Advanced

© «AnagauH P. A.», 2016

ONITOR ~ WLANs
WLANS > New
Type

Profile Name
SS5ID

i}

Saye Configuration  Ping Logout Refresh

HELP  EEEDBACK

SECURITY

MANAGEMENT COMMANDS

CONTROLLER ~ WIRELESS

< Back | apply |

WLAN v

[oTP ap |

loTP ap| |

1.0
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AyteHTudukaums 8 WiFi cetb ¢ ucnonbsosaHvem OTP Ana koHTponnepos Cisco WLC 1.0

8. MepeiaunTe BO BKNAAKY Security -> Layer 2 u BbicTaBbTe 3HaueHue Layer 2 Security None.

" I 1 I " Save Configuration  Ping Logout Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'OTP AP" < Back Apply |
+ WLANsS P o = - > o
WA ‘ General | Security | QoS | Advanced |
» Advanced Layer 2 .|' Layer 3 T AAA Servers \|

Layer 2 Security &

MAC Filtering® []
Fast Transition

Fast Transition D

9. MepeiTn Ha BKNaZKy Security->Layer 3 1 BbICTaBUTb 3HAYEHMUA COMNACHO PUCYHKY.

" I ") I " Save Configuration Ping Logout Refresh
CIsSCco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'OTP AP’ <Back | Apply
+ WLANs P - = < S >
WAl General | Security | QoS | Advanced |
b Advanced i Layer 2 \| Layer 3 .|' AAA Servers \‘

Layer 3 Security

Web Palicy

@ Authentication

O Passthrough

O conditional Web Redirect
O Splash Page Web Redirect

O on MAC Filter failurell

Preauthentication ACL IPva 1Pv6 WebAuth FlexAcl

Over-ride Global Config [ Enable

10. Ha Bknagke AAA Servers ykaxkute agpec RADIUS-cepsepa.

alvaln
cisco

Save Configuration Ping Logout Refresh

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit "OTP AP* < Back Apply
~ WLANs e D " W —— .

WLANe General Security | QoS | Advanced |
» Advanced ( Layer 2 Y Layer 3 ) AAA Servers |

Select AAA servers below to override use of default servers on this WLAN

Radius Servers LDAP Servers
Radius Server Overwrite interface [ JEnabled 'iiervar
Authentication Servers Accounting Servers
Server
Enabled Enabled 2
Server 1 [1p:10.10.20.100 . Porti1812  ~|[Mone ~|

Server - .1
Authentication priority order for

web-auth user

Not Used Order Used For Authentication

=] RADIUS

LOCAL
LDAP

11. Ha 3Tom HacTpoilKa 3aBepLueHa.

12. NMopxntounTeCh K CETU U NEeperanTe Ha NtobyLo CTpaHULy, Noc/ie Yyero byeT oCyLWwecTBAeH NePEXos, Ha
CTPaHWLy aBTOPMU3aL UK.
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AnagaunH)”

Hria moaezoBaTeIq: | |

IMapoas: | |
OTP: | |
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KOHTaKTbl, TEXHUYECKaA NOAAEPHKA

Oduc (obLme Bonpochbl)
Appec: 129226, Mocksa, ya. IoKyKnHa, 4. 16, ctp. 1, Komnanua «Anaggui P. O.».
TenedoHbl: +7 (495) 223-00-01 (MHOroKaHanbHbINM), +7 (495) 988-46-40.
®akc: +7 (495) 646-08-82.
E-mail: aladdin@aladdin-rd.ru (o6wmit).
Web: www.aladdin-rd.ru

Bpemsa paboTbl: exxeaHesHo ¢ 10:00 go 19:00, Kpome BbIXOAHbIX M NPA3AHUYHbIX AHEN.

TexnogoaepHka
Cnyx6a Texnoaaep X Ku NPMHUMAET 3anpochl TONbKO B MMCbMEHHOM BUAe Yepes Beb-caiT:
www.aladdin-rd.ru/support/index.php

[ns onepaTMBHOro peleHmns Balwwen NpPobiemMbl YKaxKnUTe NCNo/b3yeMblid Bamm npoaykT, ero
BEPCUIO, NOAPOBHO ONULWIMTE YCAOBMA U CLLEHAPUM NPUMEHEHUA, NO BO3SMOXKHOCTM, CHabauTte
coobleHne CHMMKaMM 3KpaHa, MPUMEpPaMmn UCXOL4HOIO Koaa.
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Perncrtpauna namMeHeHUn

1.0

Bepcua

U3meHeHusA

1.0

McxoaHan Bepcua SOKYMeEHTa
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JinueHsnm ®CTIK Poccunm Ne 0037 1 Ne 0054 ot 18.02.03, Ne 2874 ot 18.05.12
JnueHsmm ®Cb Poccmmn Ne 12632 H ot 20.12.12, Ne 24530 ot 25.02.14

CucTema MeHeKMeHTa KauyecTsa KOMNaHUM COOTBeTCTBYeT TpeboBaHuam ctaHgapTa ISO/MCO 9001-2011
Ceptndurat CMK FOCT P MCO 9001-2011 Ne POCC RU.NC72.K00082 ot 10.07.15
Microsoft Silver OEM Hardware Partner, Microsoft Silver Cloud Platform Partner, Apple Developer

© 3A0 «AnapgauH P. .», 1995-2016. Bce npasa 3awuieHbl.
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