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1.

1.1

1.2

1.3

1.4

1.5

O QOKyMeHTe

Ha3Ha4yeHune foKyMeHTa

[okyMeHT npeactaenset cobor pykoBoAcTBO agMuHucTpatopa ans MO "Egunbin Knuent JaCarta”.

Ha Koro opuveHTMpoBaH AaHHbIV AOKYMEHT

[lokyMeHT npepHa3sHayeH aons nonb3osatenen M0 "Eaunbiii KnueHT JaCarta”, BnagenbLeB 3NEKTPOHHbIX Kito4ei
JaCarta/eToken, Bnagetowmx PIN-KOAOM aiMUHUCTPATOPa 3NEKTPOHHOIO KNHUa, a Takxe 419 aiIMUHUCTPATOPOB
6e3onacHoCTW.

OpFaHM3aLlMF| AOKYMEeHTa

[okyMeHT pa3buT Ha HECKONbKO pa3fenos:

e B pasgene 2 "OcHoBHble NOHATUA" npuBeeHo HasHadveHue 10 "EguHbinn KnuenT JaCarta” n nepeyeHb
TEPMUHOB U COKPALLEHWI, UCNOMb3YeMbIX B LOKYMEHTE;

e B pasgene 3 "O6wue ceeaeHns 06 3NEKTPOHHbIX KYax" COAEPXMTCS MHPOPMaLUS O NMPUNOXKEHUSIX,
annaeTax 3N1eKTPOHHbIX KAYen, Ans paboTbl C KOTOpbIMM NpeaHa3HadeHo MO "EguHbii KnueHT JaCarta’, a
TaKXXe NapaMeTpbl 3NEKTPOHHBIX K/KOYeN Npu NOCTaBKe;

e B pasgene 4 "YcTaHOBKa Nporpammsbl’ COOEPXUTCA onucaHue npouenypbl yctaHosku M0 "Eannbii Knnent
JaCarta" c nomoulbio MacTepa YCTAaHOBKM M B peXMME KOMaHAHOW CTPOKMK;

e B pasgene 5 "ameHeHune, ncnpaBneHune, yaaneHne NnporpaMMmbl’ COAEPXMUTCS ONMcaHue npouenyp
usMeHeHus, yaanenus MO "EguHbin Knuent JaCarta” ¢ noMoLLblo MacTepa YCTaHOBKM M B peXXMMe KOMaHAHOM
CTPOKM;

e B pasgene 6 "HacTpoiika paboTbl nporpamMmsbl” noapobHo onuncaHbl HacTpoiku MO "EanHbin KnuenT JaCarta”;

e B pazgene 7 "MopMaTMpOBaHME 3NEKTPOHHbIX KOYei" onucaHbl OCHOBHbIE NPUEMbI hOpMaTUPOBaHUS
pa3NnYHbIX MOLENeN INEeKTPOHHBIX KNtoYel;

e B pasgene 8 "Onepaunn ¢ PIN-koaoM nonbsosatens u PIN-kogoM agMUHKUCTpaTopa” npuMBeaeH nopsagok
BbinonHeHUs onepauuit ¢ PIN-kogom nonb3osatens u PIN-kogom agMUHUCTpaATOpa ANs PasfuyHbIX Moaenew
3N1EKTPOHHbIX KJTOYeNn;

e B pasgene 9 onvcaHa yCTaHOBKaA, yAaNIEHWE M OCHOBHbIE MPUHLMMbI paboTbl C ApaiBEPOM BUPTYaNbHOro
cumtbiBaTens JaCarta Virtual Reader — komnoHeHTom MO "Eamubin Knuent JaCarta”;

o B pasgene 10 copepxutcsa onncaHue npoueaypbl CUHXPOHU3aLMS Naposiel SNeKTPOHHOIO K/kYa U YYeTHOM
3anucu gomeHa Windows;

PekoMeHAaUmm Nno Ncnosib30BaHNIO [JOKYMEHTa

[loKyMeHT peKOMeHyeTCs UCMONb30BaTh B KAYeCTBE 03HAKOMUTENbHOrO MaTepuana (NogpobHOro pykoBoacTea
no YCTaHOBKe, HacTporke u ucnonb3osanuio MO "EamHbin Knuent JaCarta”), a Takke B KauecTBe CNpaBOYHMKA
npu pabote c MO "EamHbii KnnenT JaCarta”.

[LOKYMEHT peKoOMeH0BaH Kak [/1s NoC/ef0BaTeNbHOrO, TaK M ANS BbIGOPOYHOro U3yUYeHMUS.

CornaweHunA no opopMIEHUIO

B LaHHOM foKyMeHTe o9 NpeacTaBNeHUs CCbINOK, TEPMUHOB MU HAUMEHOBAHWIM, NPUMEPOB KOAA NporpamMM
UCMONb3YIOTCS pas3finyHble WpUPTbl U cpeacTBa opopmaeHns. OCHOBHbIE TWUMbl HAYepTaHWI TeKCTa NPUBELEHDI B
Tabnuue 1.

Tabnuya 1 — SnemeHmsl 0gpopMaeHus

Ctri+X Ucnonb3yeTtcs oNs BblaeNeHUS COMETaHUI KNaBuLL
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VICI'IO)'IbByETCﬂ On4a BblAeNneHna UMeH dJaVIﬂOB, KaTasioros, TEKCTOB NporpamMm

file.exe
BbigeneHue Mcnonb3yeTtca Ans BblaeneHUs OTLENbHbIX 3HAYMMbIX C/I0B U Ppa3 B TEKCTE
[Mnepccbuika Mcnonb3yeTtca ans BblgeNeHUs BHELHUX CCbINOK
Mcnonb3yeTtca ans BblaeneHus MHGOPMaLLMK, HA KOTOPYHO cneayet o6paTuTb
BaxHo BHUMaHMe
Pamka Mcnonb3yetcs oNs BblaeNEeHUS BaXKHOM MHPOPMALLMK, BbIBOA, pe3tome

N

Y Ccbinka, npuMeyaHue, 3aMeTka

S, Coser

3arpyska (aapec ang 3arpysku M0, nokyMeHTa)

@ Ile—

Bonpoc
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1.6 ABTOpCKMe NpaBa, TOBapHble 3HaKW, OrpaHUYeHnA

[laHHbIV AOKYMEHT, BK/OYasn noabop v pacnonoxeHue UANICTpaLmi u
MaTepuanoB B HEM, ABNSeTCs 06beKTOM aBTOPCKMX NPAB M OXPaHAETCs B
COOTBETCTBMM C 3aKOHOAATenbCTBOM Poccuiickoit enepaumn. Obnanatenem
UCKNIOYMTENbHBIX aBTOPCKUX U UMYLLECTBEHHbIX NpaB aeasetcs AO "AnanauH
P.O.".

Mcnonb3oBaHue 3TUX MaTepuanos NobbiM cnocoboM 6e3 NMCbMEHHOro
paspelueHuns npaBoobnanaTens 3anpeLeHo U MOXeT NoBaeYb OTBETCTBEHHOCTb,
npefycMOTpeHHyH0 3akoHoaaTenbcteoM P®. Mpu nepeneyatke M MCNONb30OBAHWUM
[aHHbIX MaTepuanos nnbo nbok nx yactu ccoinku Ha AO "Anapamu P.O."
obs3aTenbHbl.

BnasenblieM 3aperucTpupoBaHHbiX TOBAapHbIX 3HaKoB "AnapauH”, Aladdin, JaCarta,
IMS, JAS, Secret Disk, SecurLogon, "Kpunto B/l", norotvnos u npasoobnaaatenem
UCKIIOUUTENbHBIX MPaB Ha UX AM3aiiH U MCMONb30BaHWE, MAaTEHTOB Ha
cooTBeTCTByloWMe npoaykThl sensetcs AO "AnapgamnH P.A."

HazBaHus npo4nx TEXHONOIUM, NpoAYyKTOB, KOMNaHui, ynoMnHawuwmeca B [aHHOM
AOKYMEHTe, MOTYT ABNATbCA TOBAPHbIMU 3HAKAMU CBOMUX 3aKOHHbIX Bagenbues.

Orpauw-leuue OTBETCTBEHHOCTU

MHdopMauus, npuBeaEHHas B AaHHOM AOKYMEHTe, NpeaHasHaveHa
MCKIIOUUTENBHO AJ1S 03HAKOMIEHUS U He ABAsSeTcs ucuepnbisatoweir. Coctas
NpOAYKTOB, KOMMOHEHT, MX DYHKLMM, XapaKTEPUCTUKH, BEPCUU, AOCTYMHOCTb U Np.
MoryT 6biTb M3MeHeHbl AO "AnapauH P.[." 6e3 npeaBapuTenbHOro yBeaoMaEeHUS.

AO "AnapaunH P.L." He rapaHTUpYeT HM OTCYTCTBMS OWMBOK B JAHHOM AOKYMEHTe,
HW TOTO, YTO OMNMcaHHOe nporpaMMHoe obecneyenue (M0) He coaepuT aedekTos,
6yAeT paboTaTb B NPOM3BOJIBLHO BbIGPAHHBIX YCNOBUAX U NPK STOM Y0BNETBOPSTH
BCEM TPe6OBAHMAM, KOTOPbIE MOTYT BbITb K HEMY MpeabsBAEHbI.

AO "AnapanH P.L." He rapaHTUpyeT paboToCnoCcOBHOCTb HeNeranbHoO NOAYYEHHOro
nporpaMMHoro obecneyenuns. HeneranbHoe UCMoib30BaHME NPOrPaMMHOIO
obecrneyeHns 1 JOKYMeHTaLMM Ha Hero npecnenyeTcs no 3akoHy.

1.7  JIMUEH3WOHHOE cornalleHmne

MoxanyicTa, BHUMATENbHO NPOYUTaNTE AAHHOE NIULLEH3MOHHOE COornalleHne
npexae, Y4eM UCMo/b30BaTb COAEPXKMMOE JaHHOTO KOMMEKTA U/UNK Npexae, YeM
3arpyxaTb MM YCTaHaBAMBATb NporpaMMHoe obecneyeHwe.

Bce yKkasaHus No MCMOb30BaHMIO NPOrpaMMHOro obecneyeHus,
npepoctasnsemble AO "Anapaunt P.O." (Mnv ntobbiM ero foYepHUM npeanpustmeM
— KaXA0€ U3 HUX YNOMMUHAEMOeE KaK "KOMNaHWs"), NOAYMHSIOTCS U ByayT
NOLYMHATLCS YCNI0BUSM, OFOBOPEHHBIM B JAHHOM COMNaLleHWU. 3arpyxas AaHHoe
nporpaMMHoe obecneyeHue (Kak onpeaeneHo aanee no TekcTy) u/mnu
yCTaHaBNMBas faHHOe nporpaMMHoe obecrneyeHue Ha Baw komnbloTep u/mnm
MCnonb3ys AaHHOe NporpaMMHoe obecneyeHne UHbIM cnocobom, Bel npuHumaeTte
[laHHOe CornalleHne U CornaLlaeTech C ero yC0BUSMU.

Ecnu Bbl He cornacHbl ¢ AaHHbBIM COMMALLIEHUEM, He 3arpyxaiTe u/unu He
yCTaHaBNMBaliTe JaHHOE NPOrpaMMHoe obecrneyeHne u HesaMeaanUTeNnbHoO (He
nosgHee 7 (cemu) AHEN C [aTbl 03HAKOM/IEHMS C HACTOALLMM TEKCTOM) BEpHUTE
3707 npoaykT B AO "Anaaauu P.L.", ynanute AaHHOe nporpaMMHoe obecneyeHne u
BCE ero YacTh CO CBOEro KOMMbOTepa M He UCMONb3YiiTe ero HUKOUM 06pasoM.
HacTosuwee nmuensnonHoe cornawenne (anee "Cornawenne”) asnsetca
[I0rOBOPOM, 3aK/II0UEHHBIM Mexay Bamu (PU3MUYeCKUM UK 1opUANMYECKUM NTULLOM)
— KOHEeYHbIM nonb3oBateneM (nanee "Monb3oBatens’) — u AO "Anapauu P.O."
(manee "KomMnaHua") OTHOCUTENLHO Nepeaayn HeMCKNUMTENBHOTO NPaBa Ha
MCMONMb30BaHME HACTOALLETO MPOrpaMMHOT0 06ecrneyeHus, IBASOLWErocs
MHTeNNeKTyaNbHoi cobCcTBeHHOCTbI0 KoMnaHuu.

MNMpaBa 1 cO6CTBEHHOCTb

OAHHOE COMALLEHME HE ABNFETCSA COTNTALLEHMEM O MPOOAXE.
MporpamMMHoe obecneyeHne, BKIKOUas BCe nepepaboTku, MCNpaBneHus,
MoaudUKaLMK, AONONHEHUS, OBHOBNEHUS U/UNK YCOBEPLUEHCTBOBAHUSA K HEMY
(nanee no BceMy TekcTy M ntoboi ero YacTu onpeaensemoe Kak lNporpaMmHoe
obecneyenune nnu MNO), 1 cBA3aHHAA C HUM OOKYMEHTauMs npenHasHavaetcs HE
ON4A NMPOOAXW v aBnsaeTca M 0CTaéTC UCKNIOUYUTENBbHOM COBCTBEHHOCTbIO
KomnaHuu.

Bce npaBa Ha UHTennekTyanbHyto cO6CTBEHHOCTb (BKNtOYas, 6€3 orpaHuyeHui,
aBTOPCKME NPaBa, KOMMEpPYeCckyto TaliHy, TOBAapHbIe 3HaKu, 1 T.4.),
NOATBEPXKAEHHBIE MU BKIIOYEHHbIE B
NpUNOXeHHble/B3aNMOCBA3aHHbIE/UMEIOLLME OTHOLLEHME K IAHHOMY PYKOBOACTBY,
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Bce ykasaHHble AaHHble O XapaKTepUCTUKax NpoAyKTOB OCHOBAHbI Ha
MeXAYHapOAHbIX MU POCCUIACKMX CTaHAAPTaX WU pesysbTaTax TeCTUPOBAHMUS,
NOMyYEHHbIX B HE3aBMCUMbIX TECTOBbIX UM CEPTUPMKALMOHHBIX NabopaTopusx,
16O Ha NPUHATLIX B KOMMNaHUKM MeToankax. B naHHOM nokymeHTe AO "AnaaauH
P.[." He NnpeaoCTaBASET HUKAKMUX HU ABHBIX, HU NOAPA3yMEBAEMbIX rapaHTUiA.

AO "Anaaaut P.O." HE HECET OTBETCTBEHHOCTM (KAK B CM/1Y JOTOBOPA,
TPAXXOAHCKOIO NPABOHAPYLLEHWA, BK/TIOYAA XAJTATHOCTb, TAK 1 B
JIOBOV MHOW ®OPME) MEPEL, BAMU W NIIOBOM TPETBEX CTOPOHOW 3A
JOBbIE MOTEPU U YBbITKK (BKITIOYAS KOCBEHHbBIE, ®DAKTUYECKUE U/
NMOBOYHBIE YBbITKM), BK/THOYAS BE3 OTPAHMYEHWIA JIIOBbIE MOTEPU U
YBbITKW NPUBbINIBHOCTU BU3HECA, MOTEPKO AOXOAHOCTU UK
PEMYTALIMM, YTPAYEHHYIO MU MCKAXEHHYIO MHOOPMALIMIO NNK
NOKYMEHTALIMIO BCNEACTBUE MCMONb30BAHMA MPOTPAMMHOIO
OBECMEYEHUSA M/MNTN TIOBOTO KOMMOHEHTA OMMCAHHOTO MPOAYKTA,
OAXE EC/TINM AO "Anapamu P.A." BbIIO MMCbMEHHO YBEAOMJIEHO O
BO3MOXHOCTM MOAOBHbIX YBbITKOB.

FocyaapcTBeHHOE perynMpoBaHue M 3KCMOPTHbI KOHTPOb

OnucbiBaeMblil B JaHHOM JOKYMEHTe MpoayKT (MM NPOAYKTbl) MOXET ABAATLCA
1M conepxaTb B cebe cpeAcTBO KpMNTorpaguyeckon 3aluTbl MHGOpMaLMm
(CK3W), saensioweecs npeaMeToM 3KCNOPTHOTO KOHTpONS.

Bbl cornalaeTech ¢ TeM, YTO NMPOAYKT He 6yAeT NOCTaBAATLCS, NepefaBaTbCsa Unu
3KCNOPTUPOBATLCA B KaKyl0-1MbO CTPaHy, a TakxKe MCNoNb30BaTbC KakUM-11bo
NpOTUBOPEYaLLMM 3aKOHY 06pa3oM.

Bbl rapaHTupyeTe, uto 6yaeTe coba0AaTh HAKNAAbIBAEMbIE HA 3KCTOPT U
pe3KCnopT NPoAyKTa OrpaHUUEHHUS.

CBeaeHus, NpuBeAEHHbIE B AAHHOM [OKYMEHTe, akTyaslbHbl Ha AaTy ero
nybnamkaumu.

AdaHHblE, coaepKalineca B HEM, a TaKxe Bce npaBa Ha MO sBnstoTcs n 6y,D.yT
SABNATLCS COBCTBEHHOCTbIO UCKOUMTENBHO KOoMNaHuu.

[laHHoe cornalweHue He nepeaét Bam npasa Ha MporpaMMHoe obecneyeHue, a
JMLWb NPefOCTaBASIET OrPaHUYEHHOE NPABO Ha MUCMO/b30BaHUE, KOTOpPOe
NOANEXUT OTMEHE COMMACcHO YCoBUAM AaHHoro Cornatuenus. HUuTo B faHHOM
CornalueHumn He NOATBEPXKAAET OTKa3 KOMNaHMM OT NpaB Ha MHTENNEKTYaNbHYHO
COGCTBEHHOCTb MO KakoMy Bbl TO HU BbIN0 3aKOHOAATENBCTBY.

Jnuensusa

KoMnaHus HacToswuM npepoctaBnsieT Bam, a Bol nonyyaete nHamsmayanHoe,
HEUCKNKYUTENbHOE U OT3bIBAaEMOE OrpaHMYEHHOE NPaBo Ha UCMONb30BaHWE
naHHoro MO Tonbko B GopMe UCNONHAEMOro KoAa, Kak OMMCaHO B NpunaraemMon K
MO TexHWUYecKoi/3KkcnnyaTaLMoOHHON AOKYMEHTALMM, U TONbKO B COOTBETCTBUM C
ycnosuamm aaHHoro CornalieHmns:

Bbl MoxeTe ycTaHoBuTb MO W MCNONb30BATh €0 Ha KOMMblOTEPAX,
pacnonoXeHHbIX B NpeAenax Bawero npeanpuatvs, kak onuMcaHo B
COOTBETCTBYHOLLEN TEXHUYECKOI/IKCMNYaTALMOHHON AOKYMeHTaLuu MO v B
HaCTOALLEM COMNALLIEHNH.

Bbl MoxeTe 106aBUTb/NpucoeamnHuTb MporpaMMHoe obecneyeHne K nporpaMmam
L1151 MOBMANBHBIX YCTPOMCTB C €AMHCTBEHHOW LIE/blO, ONUCAHHOM B AAHHOM
CornaweHuu. MprUHUMas yCI0BUSA HACTOALLErO COraleHns, Bol cornawaerecs:

- HE UCMONb30BaTh, HEe MOAMMULIMPOBATL U He BblAABATb CYBAULLEH3UM HA AaHHOE
MporpamMMHoe obecneyeHue 1 no6oe apyroe MO KoMnaHum, 3a UCKIOYEHUEM
ABHbIX paspelueHnii B aaHHoM Cornalieruu;

- He MOAMdULMPOBATb, HE IEMOHTUPOBATb, HE AEeKOMNUANMPOBATb, He
PEKOHCTPYMPOBATb, HE BULOU3IMEHATb U HE pacluMpsTb faHHoe MporpaMMHoe
obecneyeHne 1 He NbiTaTbCs PackpbiTb (MONYYUTb) UCXOAHBIE KOAbl AAHHOTO
MporpaMmHoro obecneyeHus;

- He nomMewaTb AaHHoe lNporpaMMHoe obecneyeHne Ha cepeep C BO3MOXHOCTbIO
[0CTYNa K HEMY TPeTbUX NUL, Yepe3 OTKPbITYH0 CETb;

- He MCMO/b30BaTh Kakue 6bl TO HU BblI0 pe3epBHbIE UM apXMUBHbIE KOMUU
naHHoro lMporpaMMHOro obecneyeHuns (Mnu No3BoNATb KOMY-IMG0 ewwé
MCMONb30BaTb TakMe KONuM) € N1060IM MHOI LieNbio, KpOME 3aMeHbl ero
OPUTMHANBHOTO 3K3EMMIAPA B C/TYUAE €ro PaspyLIEHUs UM Hanuuus aedexTos.

Tpe60BaHUS K UCNONb30BaHUIO

I'IporpaMMHoe obecneyeHne fO/MKHO UCMOb30BATLCS U 06CJ'Iy>KMBaTbCFI CTporo B
COOTBETCTBMU C ONUCAHNAMU N UHCTPYKUMAMU KoMnaHwuu, npuBeaéHHbIMK B
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[LAHHOM U Apyrux LOKyMeHTax KoMnaHuu, B TOM YUCAE HA NOpTae OHMakiH
[OKyMeHTauuu ans paspabortumkos Komnanuu (http://developer.aladdin-rd.ru/).

Ucnonb3osanue MO

Monb3oBatens Bnpase:

- Bocnpou3eoauTb MO NyTEM 3anucu ero B NamaTb 3EKTPOHHO-BbIUMCIUTENbHbIX
MalwuH Monb3oBaTtens, orpaHMYeHHOe NPaBoOM MHCTANALUK, KONMMPOBAHMSA U
3anycka nporpamm ans 3BM;

- BcTpauarth 10 niobbiM cnocobom B NpoayKTbl U pelwenus Monb3osatens;

- pacnpoctpaHsaTb MO ntobbiM cNOCO6OM UCKNIOUNTENBHO B COCTABE NMPOAYKTOB U
peweHuit NMonb3osarens.

Mpun ucnonbzoBaHuu u pacnpoctpaderum MO Monb3osaTenb 0653aH
PYKOBOACTBOBATHCA AEMCTBYIOWMM 3aKoHOAaTeNnbCTBOM Poccuiickoi ®epepaumm u
MeXAyHapOLHbIM 3aKOHOAATENbCTBOM, YUUTbIBAS OTPaHUYEHNS U
LLONOJNHWTENbHbIE TPE6OBaHMS, KOTOPbIE MOTYT BO3HUKATb B CBSI3U C 3KCMOPTOM
WKdpoBanbHbIX (KpunTorpaduyecknx) cpeacts ¢ Tepputopun Poccuiickoin
(depepaummn U UMNOPTOM TaKMUX CPEACTB B Apyr1e CTpaHbl. B yactHocTy,
OrpaHUYeHus 1 LONONHUTENbHbIE TPeGOBAHMS MOTYT BO3HMKATb NpU
pacnpocTtpaHenuu N0 Yepes MarasuHbl MPUIOXKEHUI, COAEPIKALLME PA3IUYHbIE
NPUNOXKEHUS AN MOBUIbHBIX YCTPOMCTB.

YcnoBus MCNonb30BaHMs, M3N0XKEHHbIE B HACTOSLLEM COMNALIEHUHM, LEACTBYIOT B
OTHOLLEHMM BCero cogepxxmumoro MO, B 4aCTHOCTM B OTHOLIEHUHU:

- An3aiiHa (rpadwvku, pacnonoxeHns 3n1eMeHToB 0OpPMIEHNS U T.N.);

- BCEX MHbIX 3NEMEHTOB, B TOM 4MCNe n306paxeHnit, GOHOrpaMM, TEKCTOB.
Monyuyaemble Monb3oBaTeNeM HEUCKNIOUUTENbHbIE MMYLLECTBEHHbIE NPaBa He
BK/IOYAIOT NpaBa Ha nepepayy TPeTbUM NULAM Kakux-nnbo npae Ha BCTpauBaHue,
BOCNPOMU3BELEHNE, pacnNpOCTpaHeHNE U UCMONb30BaHMe nporpamm ans 3BM He B
cocTaBe NpoAYyKTOB U pelleHuii Monb3osaTtens.

KoMnaHus coxpaHsieT 3a coboi Bce ncknuntenbHble npasa Ha M0 u Bxoaswme B
HEero KOMMOHEHTbI, BK/l0Yas NpaBa Ha NpeaocTaBNeHNe HEUCKIOUNUTENBHBIX 1
MCK/IOUMTENbHBIX NPaB TPETbUM UM,

Monb3oBaTensb BNpaBe oCyLWecTBAATL cnonb3osaHue M0 B npenenax,
npenycMOTPEeHHbIX HacToAWwMM CornalleHneM, UCKTIUUTENBHO Ha TEPPUTOPUM
Poccuiickoit @enepaumu.

06cnyKUBaHUE U NOAAEPIKKA

KomnaHus He Hec&T 0653aTenbCTe Mo NPefoCTaBNeHUIO NOAAEPXKKM,
06CnyX1BaHKS, MOAMDUKALIUM UK BbIXOAY HOBbIX penn3os MO.

OrpaHu4eHHas rapaHTus

KoMnaHws rapaHTupyert, 4To nporpaMMHoe obecneyeHme ¢ MOMeHTa
npuobpeTteHus ero Bamu B Teuenune 12 (nBeHaauaTtv) mecsues bynet
(YHKLMOHUPOBATb B NOJHOM COOTBETCTBUM C €r0 TEXHUYECKOM/3KCNNYaTaLMOHHOMI
[LOKyMeHTauue, npu ycnosuu, uto MO 6yaeT MCnonb3oBaTbCs HA KOMMbIOTEPHOM
annapaTHOM obecneyeHnn 1 C ONepaLMOHHON CUCTEMON, AN KOTOPOI OHO 6biN0
paspaboTaHo.

OTKas oT rapaHTum

KoMnaHws He rapaHTupyeT, 4To nporpamMMHoe obecneyeHue Byaet
COOTBETCTBOBATL BalMM xenaHusaM u TpeboBaHMsM, Unm YTo ero pabota byaet
6ecnepeboiiHoi unu 6e3owmnboyHoi. B 06bEMe, NpeaycMOTpeHHOM
3aKoHOAAaTeNbCTBOM PM, KOMNaHUS OTKPbITO OTKA3bIBAETCS OT BCEX rapaHTUi, He
OrOBOPEHHbIX 34€Ch, OT BCEX MHbIX NOAPa3yMeBaeMbIX rapaHTuit. Hu oauH u3
[MNepoB, AUCTPUOBIOTOPOB, NPOAABLIOB, ar€HTOB MM COTPYAHUKOB KOMMAHUU He
YMOSTHOMOYEH NPOU3BOAUTE MOAUDUKALIMM, PACLUMPEHUS UM LOMOMHEHNS K
[LAHHOWM rapaHTUm.

Ecnu Bbl nponssenu kakune-nmb6o moandukaumm MO unm nioboi u3 ero yacteit Bo
BpEMS rapaHTUitHoro nepuoaa, MO noaBeprnoch NOBPEXAEHUIO, HEOCTOPOXHOMY
UMW HenpaBuibHOMY obpalleHuto, ecnv Bol Hapywunu ntoboe 13 ycnosui
HacToswwero CornaleHus, To rapaHT1s, yNnoMsaHyTas Bbile B pasaene 5, 6yaert
HeMeA/IeHHO NnpekpaLLeHa.

lapaHTus HepeicTBUTENbHA, ecin MO MCnonb3yeTcs B COYETAHUMU C UHBIM
annapaTHbIM U/MAK NPOrpaMMHbLIM 06eCNeYeHUEM, OTIMUHBIM OT OMUCAHHbBIX B
TEXHWYECKOM/3KCNyaTaLuMOHHOM LOKYMEHTaLMK, MU UCTIONb3YeTCs Ha
KOMMbtoTepe C 106bIM YCTAHOBAEHHBIM HENMLEH3UOHHBIM MPOrPaMMHbIM
obecneyeHuem.

OrpaHnyeHne BO3MeLLeHUSs

B cnyyae HapyLeHus rapaHTMm, OrOBOPEHHOM Bbilue, KOMNaHua MOXeT no
CO6CTBEHHOMY YCMOTPEHMIO:
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- 3aMeHuTb MO, ecnu 310 He NPOTUBOPEYUT BbILLEYNOMAHYTOMY OrpaHUYEHUIO
rapaHTnu;

- BO3MECTUTb CTOMMOCTb, BbinAa4yeHHyto Bamu 3a MO.

[apaHTHitHble Tpe6OBaHMS [OMKHbI ObITb BbICTaBAEHbI B MMCbMEHHOM BUAE B
TeyeHMe rapaHTUIMHOrO Nepuoaa, HO He nosaHee 7 (CeMu) AHeN C MOMeHTa
obHapyxeHus aedekTa, U copepxaTb B cebe NoATBEpPXAEHNS, YA0BNETBOPAOLME
KomnaHuto. Bcé MO (Bce 3k3emnnspbl, MMetowmecs y Bac) 4omkHO 6biTb
BO3BpaLleHo KoMnaHuMu 1 oTnpaBneHo BO3BpaLLatoLLeit CTOPOHOW C ONnaveHHOM
CTOMMOCTbIO MEPEBO3KM U, NPU HEOBXOAMMOCTH, CTPaXOBKKU. Sk3emnnspbl M0
[OMKHbI 6bITb OTNPaBAEHbI C KONMEW NNATEXHbIX JOKYMEHTOB M HaKMa4HbIX.

UcknoyeHne KOCBEHHbIX YObITKOB

CTopoHbI NpU3HatoT, 4To MporpaMMHoe obecneyeHne He MOXKET BbiTb MOTHOCTbIO
NnWeHO ownbok. KoMnaHus He HeCET OTBETCTBEHHOCTH (Kak B CM/Ty JOTOBOPa,
rPaX[aHCKOro NpaBOHApPYLIEHMS, BKIKOYAsA XaNaTHOCTb, TaK U B Nt060I MHOM
dopme) nepes, Bamu unu nioboii TpeTbei CTOPOHON 3a Ntobble NoTepu Unu ybbITKU
(BKNtOYas KOCBEHHbIE, (haKTU4eckne, NoboYHbIe MK NOTEHLUMaNbHbIe YObITKM),
BKNtoyas, 6e3 orpaHuyeHwit, ntobble NoTepu Unm yobITKM NpUBLINBHOCTM BU3Heca,
noTepr AOXOAHOCTU UK penyTaLuu, YTPAUEHHYIO MU UCKAKEHHYIO MHDOPMaLMIO
UK [LOKYMEHTALMIO BCIEACTBME KAKOrO-NM60 MCMOb30BaHUS AAHHOTO
nporpaMMHoro obecneyeHus u/mnu Nto6oi KOMNOHEHTbI LAHHOTO MO, AAXE eC/u
KOMMaH!si MUCbMEHHO yBEAOM/IEHA O BO3MOXKHOCTU NOAOGHbBIX YObITKOB.

OI'paHM"IEHME OTBETCTBEHHOCTU

B cnyyae ecnu, HECMOTPS Ha YCNOBUS BAHHOMO COTNALUIEHUS!, KOMMaHWS MpU3HaHa
OTBETCTBEHHOM 3a Y6bITKM Ha OCHOBaHMM KakuxX-11M6o AepeKToB Uu
HeCcooTBETCTBUS NPOrpaMMHOro obecneyeHns Balwmm oxuaaHuam, nonHas
OTBETCTBEHHOCTb 33 KaX/Abli 3K3eMnsip AedeKTHOro NporpaMMHoro obecneyeHus
He ByaeT npesbllWwaTbh CyMMbl, BbinnaveHHoi Bamm AO "Anapaun P.[." 3a 3To MO.

MpekpalueHne aeicTBUA cornaeHmns

B cnyyae HeBbinonHeHus Bamu ycnosuit aaHHoro CornaweHus pevictene Baweit
nuueHsun u Hactoswero Cornawexns ByaeTt npekpaLleHo.

MNocne npekpaleHns feicTeus AaHHOTro JIMLLEH3MOHHOTO CornalleHuns:

- NNLeH3Ms, NpegocTaBneHHas Bam aaHHbIM Cornalennem, npekpawaeT cBoé
neicTeue, n Bbl nocne e€ npekpalyeH1s He CMOXeTe NPoAoKaTh AabHellee
1cnonb3oBaHue faHHoro MporpaMMHoro obecneyeHus U Apyrux NULEH3UOHHBIX
MpoaykToB;

- Bbl He3amMeanuTenbHO BepHETe B KoMnaHuio Bce ak3emnaspsbl M0 u Bce konuu
TaKoBOro u/unu cotpéte/ypanute nobyto MHbOpMaLMIO, copepKallyocs B
3N1EeKTPOHHOM BUAE.

I'Ipumeuumoe 3aKOHOAaTeNbCTBO

[aHHoe CornalieHne JoMKHO BbiTb MCTONKOBAHO M OMpeaeneHo B COOTBETCTBUM C
3aKkoHonaTenbcTBoM Poccuitckoit Mepepaumu (3a UcknoyeHmem KoHdAMKTa
NpUMEHEHWS NPaBOBbIX HOPM), U TONbKO POCCUIACKUIA CYy A, yNONHOMOYEH
OCYLLECTBASTb NPaBOCyAMeE B Nt0BbIX KOHDANKTAX U CrOpaX, BbITEKAIOLWMX U3
naHHoro Cornawenus. HeBo3MOXHOCTb Ang Noboi U3 CTOPOH BOCNOb30BATLHCS
No6bIM U3 NpaB, NpeAoCTaBNEHHbIX el No AaHHOMY CornalleHuto, UNK NpUHSTL
Mepbl NPOTMB APYroi CTOPOHbI B CNy4ae Ntoboro HapyLeHns cBomx oba3aTenbcTs
no CornaleHunto He AOMKHO PacCMaTpUBATLCS Kak OTKA3 3TOM CTOPOHbI OT
nocnenyLLero NOHYXAeHUS K MPU3HAHMI0 CBOMX NPaB UM COBEPLLEHUIO
nocneayoWwmnx AeNCTBUM B Cyvae AanbHENLIUX HapyLLEHNHA.

locynapcTBeHHOE perysiMpoBaHuUe W 3KCMOPTHbIA KOHTPOJb

Bbl cornawaeteck ¢ TeMm, yto 10 He ByaeT Bamu nocTaBnaTbCs, nepeaaBaTbecs MAu
3KCMNOPTUPOBATLCS B KaKylo-N1MbO CTpaHy, a TakxKe UCNoNb30BaTbCs KaKUM-N160
NPOTUBOPEYALLMM 3aKOHY M YCIIOBMSIM HACTOSILLErO cornalleHus obpasom. M0
ABNAETCA NPEAMETOM AOMONHUTENBHOMO 3KCMOPTHOIO KOHTPONS, OTHOCSLLErocs K
Bam unu Baweii topucamkumu. Bel rapaHtupyete, uto 6yaete cobnonatb
HaKNaAbIBaEMble OrpaHUYeHUs Ha 3KkcnopT 1 peakcnopt MO.

PasHoe

Hacroswee Cornawenune npeacrasnger cob0ii nonHoe cornalleHne, oTHocaLeecs
K BLAHHOM NIMLEH3UM, U MOXKET BbITb U3MEHEHO TONbKO nocpencTsoOM NMCbMEHHOIO
CornawieHus, NnoanMcaHHoro obenmm CTOpPOHaMMU. Ecnu BbinonHeHue kakoro-nm6o
ycnosua HacToqawero Cornawenus npencTaBnaeTcsa HeBO3MOXHbIM, Takoe ycnosue
6y,u.eT CKOpPpEeKTUPOBaHO TONIbKO B npepenax, obecneynBaroLLMX BO3IMOXHOCTb
BbIMONHEHNA AAHHOIO YCN0BUA.

A IPOYUTANT M NOHAN HACTOSLLEE NTMLEH3WMOHHOE COTNALLEHME U
COINIACEH BbIMOJIHATL BCE EF0 YC/10BUA. 4 MPUHUMAIO JAHHOE
JIMUEH3MOHHOE COMALLEHME LIENTMKOM. EC/IN 1 HE NMPUHUMALIO 3TO
NNUEH3MOHHOE COMALLEHME UK XOTA bbl OAMH U3 EFO NMYHKTOB, TO
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OAHHOE JIMUEH3WMOHHOE COTTALUEHWE HE BCTYMAET B CUTY, U 4
0BA3YKOCb HE YCTAHAB/IMBATH U HE UCMO/Ib30BATb OAHHOE
MPOTPAMMHOE OBECMEYEHME.
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2.1

2.2

OCHOBHbIe NoHATMA

Ha3HadeHne nporpammbl

MO «EpuHbIn KnueHT JaCarta» — nporpaMMHoe obecneveHue, npeaHazHaYeHHOe AN NOALEPXKKMU PYHKLMUA
CTpOron ABYX(MaKTOPHOM ayTEHTUOUKALMM, HACTPONKM M paboTbl ¢ Moaensmm USB-TokeHOB 1 CMapT-KapT
JaCarta, reHepaumm 3anpocoB Ha cepTudukaTol. Bepcunsa ans Microsoft Windows BknitouaeT B ce69 KOMNOHEHT
JaCarta SecurLogon.

TepMuHbI N onpegeneHna

PIN-Kkop, aaMMHUCTpaTOpa - CEKpETHAs NOCNEL0BATENBHOCTb, M3BECTHAS TOMBKO afMUHUCTPATOPY, KOTOPYIO
Heo6X0AMMO NpeabIBUTL AN ayTEHTUDUKALMM aAMUHUCTPATOPA B MPUIOKEHUM INEKTPOHHOIO KITtoua.

PIN-Kop, noanucu - cekpeTHas NocneaoBaTelbHOCTb, U3BECTHAA TOMbKO MONb30BaTEN0, KOTOPYH HEOBX0ANMO
NpeabsiBUTL 47151 BbINOHEHMS ONEpaLMM SNEKTPOHHOM NMOAMNMUCH.

PIN-kop nonb3oBatens - CEeKpeTHaa nocnenoBaTe/ibHOCTb, M3BECTHAA TONIbKO NMO/Ib30BATE/H0, KOTOPYHO
HeobxogMMo NpeabsBUTb 415 ayTeHTUPUKALMKM NOSIb30BATENS B MPUSIOXKEHMUM INEKTPOHHOIO KtoYa.

PUK-kop - nocnenoBatenbHOCTb CUMBOJIOB, NO3BOAIAOLWAN pa3bnokmposate PIN-koa nonb3oBatens nocne ero
610KMPOBKMU.

Annnet - nporpaMMHoe obecrnedyeHune, peanusytoliee GyHKUMOHANbHOCTb NMPUIOXKEHUS 3EKTPOHHOMO KAoua.
MpunoxeHue - nporpaMMHoe obecneyeHune, yCTAHOBNEHHOE B NaMSITU 3MIEKTPOHHOIO KJTloYa.

Cuétuuk BBoaa HenpaBunbHoro PIN-kopa - noacucrema, 610kupytoLLas yCTpoMCTBO B Cyvae BBOAA
HenpaBunbHoro PIN-kofna onpeaenéHHoe KOMYeCTBO pa3 Noapsa.

(opmaTtupoBaHue — npouenypa yCTaHOBKa OCHOBHbIX NMapaMeTpoB paboTbl 3/IEKTPOHHOIO K/0ua, BbIMOHsAEMas
aAMMHUCTPATOPOM.

DNeKTPOHHDIM KU — annapaTHOE YCTPOMCTBO, NpefHa3HaYeHHOe Ans ayTeHTUdMKaLuuK, WWMGpoBaHus, paboTbl C

BHEKTPOHHOI;’i noAnucblo, 6e30NacHoro XpaHeHnAa OaHHbIX.
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3.  06wwme cBegeHmnAa 06 3NEKTPOHHbIX KYax

3.1  [lpunoxeHnn, annneTbl U MOAENN 3EKTPOHHDBIX KoYel

(DyHKLI,I/IOHaJ'IbHOCTb MoAeNnn 3NEKTPOHHOIO K/to4a onpeanendaerca npunoXXeHnamu, yCtTaHoB1e€HHbIMKU B €€ NaMATHU.

B mamMsaTu 3neKTpOHHOrO K/toYa MOXET ObITb YCTAaHOBNEHO OAHO MM HECKONTbKO MPUNIOXKEHUI. YCTPOMCTBA, B
KOTOpbIX YCTaHOBNEHO Bosiee 0AHOr0 NPUNOXKEHUS HA3bIBAOTCS KOMBUHMPOBAHHBIMU. HanprMep, B 3N1€KTPOHHOM
kntoue JaCarta-2 FOCT ycraHoBneHo npunoxerue NOCT, B anekTpoHHOM kitoue JaCarta PKI yctaHoBneHo
npunoxenue PKI, B koM6bUHUpoBaHHoM mopenu JaCarta-2 PKI/TOCT yctaHosneHbl npunoxenus PKI u TOCT.
MpumeyaHue. HaumeHosaHue NpunoxeHUs He 8ce20a COOePIUMCS 8 HA38AHUU MOOE/U 3/1eKIMPOHHO20 K04 .
Hanpumep, 8 modenu katouel JaCarta PKI ycmaHosneHo npunoxerue PKl, Ho 8 modenu JaCarta LT ycmaHogneHo
npunoxeHue STORAGE. HassaHue Modeniu U npunoxeHus 31IeKMpoHHO20 K4a omobpaxaemcs 8 uHmepgelice
M0 "Edunebili Knuenm JaCarta” 6 cmaHdapmHoM pexcume
MNpunoxeHne onpenenseT HEKOTOPbIM HABOP PYHKLMOHANBHOCTM 3NEKTPOHHOIO K/1K04a, XapaKTepHbIR Ans
pelleHus onpeaeneHHoro psaa 3agad. Tak, npunoxeHue PKI obecneunsaet nogaepxky 3anafHbix
KpPUMNTOANrOPUTMOB U MO3BONSET peLATh WMPOKMUIA CNEKTP 3a4a4 ayTeHTUPUKaLmu, WndpoBaHUs U paboTbl C
371eKTPOHHOM NOANMUCHI0 B KOPNOpaTUBHOM MHPpacTpykType. MNpunoxernne NOCT obecneunsaeT nogaepxky
POCCUIMCKMX KPUNTOANTOPUTMOB /191 pELEeHMs 3334 ayTEHTUDUKALMM, LUIMPPOBAHUS M paboTbl C 31EKTPOHHOM
NoAnuMCbI0 B cMCTEMax, Tpebyowmx ucnonbsosaHus anroputmos FOCT.

OpnHo 1 TO Xe NnpunoXxeHne MOXeT UMETb pa3/IMvHbIE peann3aunmn. KOHerTHaﬂ peann3auna NnpunoXxXeHna
Ha3blBaeTCa annneToMm. B HacTosdwem AOKYMeHTE Npu onncaHnn KOHKpETHOVI onepauunn Hag 3N1eKTPOHHbIM
K/TIO4YOM YTOYHAETCA HE TOJIbKO NMpUIoXxXeHne, HO 1 anmnierT, peanmsyrou.mﬁ (DYHKLI,MOHa}'IbHOCTb AaHHOTO
NPUNOXEHUA.

Mpumep. B modensx anekmporHbix Kmoyeli JaCarta PKI u JaCarta PRO ycmanosneHo npunoxceHue PKI, Ho 8
modenu JaCarta PKI daHHoe npunoxeHue peanusosaqo anniemom Laser, a 8 Mmodenu JaCarta PRO - annaemom
PRO. HassaHue anninema/npunioxeHus KOHKpEMHO20 NpunoxeHus omobpaxaemcsa 8 uHmepeeltice 0 "EQuHebili
Knuenm JaCarta" 8 pacuiupeHHoM pexcume
CooTBETCTBME NPUNIOXEHWI, aNniIeToB U MOAENeN 3NeKTPOHHbIX Kitouel, paboTa ¢ KOTOPbIMU NOAAEPXKMBAETCS B
onepaLyoHHbIX cucTeMax cemeicTea Windows npuseneHo B Tabnuue 2.

Tabnuua 2 - Coomsemcmaue npunoxeHud, anniemos u Mooenell 31ekmpoHHbIX Ktoyell

Annnet unu npunoxeHue Mopaenu aneKTpoHHbIX Kitoueit

MpunoxeHnue PKI, peannsoBaHHOEe annaeTom JaCarta Remote Access;
Laser JaCarta PKI;

JaCarta PKI/Flash;

JaCarta PKI/BIO;

JaCarta-2 PKI/TOCT;

JaCarta-2 PKI/TOCT/Flash;

JaCarta-2 SE;

JaCarta-2 PKI/BIO/TOCT;

JaCarta-2 SF;

Aladdin LiveOffice;

Aladdin LiveOffice Common Edition
MpunoxeHue PKI, peannsoBaHHOE annaeTom JaCarta PRO;
PRO eToken PRO Anywhere;
eToken NG-OTP (Java);
JaCarta-2 PRO/TOCT
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Annnet unu npunoXxxexHue

MpunoxeHvne STORAGE, peannsoBaHHoe
annnetom Datastore

Mpunoxenune NOCT, peanm3oBaHHoOe
annnetom KpuntotokeH 2 31

Mpunoxenve OTP, peanv3oBaHHOE annneTom
AladdinOTP

Mopaenu 3neKTpOHHbIX Kntouvei

JaCarta LT,
JaCarta WebPass;
JaCarta U2F

JaCarta Remote Access;
JaCarta SF/TOCT;
JaCarta-2 TOCT;

JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 PRO/TOCT;
JaCarta-2 PKI/BIO/TOCT;
JaCarta-2 SE;

JaCarta-2 SF;

Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

JaCarta WebPass
JaCarta U2F/WebPass
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3.2 [apameTpbl 3NEKTPOHHbIX KtoYel Npy NoCTaBKe

|-|pl4 NOCTaBKE 3/1EKTPOHHbIE K/THOYN UMEKOT NMapaMeTpbl, NpUBeEAEHHDbIE B Tabnuue 3.

Tabnuua 3 - [lapamempbl 31eKMPOHHbIX KAtoyell npu nocmaske

MpunoxxeHue u annaer

MapameTp, onepauus
PIN-kof nonb3oBaTens no yMon4aHuiol

PUK-kog, onsg pasbnokupoBaHus

PIN-kop, agMUHUCTpaTOPa MO YMOMYAHUIO

@®opmMaTtupoBaHue 6e3 HazHaueHus PIN-koaa
nonb3oBartens (AAMMHUCTPATOP MOXET Ha3HaunTb PIN-
Kog, nonb3oBartens nocae GopmMaTMpoBaHu)

@®opmaTtupoBaHue 6e3 HazHavyeHus PIN-koaa
aAMUHKUCTpaTOpa

Mpu pasbnokmpoaHuun PIN-koma nonb3osartens
cbpacbiBaeTcs cyeTuMK BBOAA HenpasunbHoro PIN-koaa
nosib30Barens, Npu 3ToM ...

PasbnokuposaHue PIN-koaa nonb3oBatens B yaanéHHOM
pexume

M3meHeHune PIN-koaa nonb3oBaTtens agMMHUCTPATOPOM
6e3 dhopmaTMpoBaHus

1 B 3aBucumocTu ot npasun 6e30MacHOCTU BaLen OopraHunsayuun PIN-Kog nonb3oBaTtena no YMONYaHUIO MOXET 6bITb N3MEHEH nepeg nepe,qaqeﬁ 3N1eKTPOHHOro KNK4a NoNb30BaTenNto. B Takom cny4yae

Mpunoxxenue PKI

annnet PRO

1234567890

HE NpeaycMoTpeH

HE YCTaHOBNEH

BO3MOXHO

BO3MOXHO

... PIN-kop,
nonb3oBaTens
33[3€eTcs 3aHOBO

BO3MOXXHO

BO3MOXHO

Mpunoxenue PKI
annnert Laser

11111111

He npeaycMoTpeH

00000000

BO3MOXHO

HEBO3MOXXHO

... PIN-kopn nonb3oBatens
33[3€eTCs 3aHOBO

BO3MOXHO

BO3MOXHO

Mpunoxxenne NOCT
annnet KpuntoTokeH 2
an

1234567890

MOXET ObITb yCTaHOBNEH
KaK onuua npu 3akase

He npeaycMoTpeH

HEBO3MOXHO

HEBO3MOXXHO

... PIN-kopn nonb3oBatens
OCTaeTCs NPEXHUM

BO3MOXHO?

HEBO3MOXXHO

3HayeHwue PIN-Koaa nonb3oBaTena AOMKHO bbiTb CO0BLEHO A0NONHUTeNbHO. B cny4yae 3any,ClHeHMl71 06paTMTer K aAMUHUCTPATOpPY

MpunoxeHue
STORAGE
annnet Datastore

1234567890

He npeaycMoTpeH

HE YCTaHOBNEH

HEBO3MOXXHO

HEBO3MOXXHO

... PIN-kop, nonb3oBaTens
OCTaeTCs NPEXHUM

HEBO3MOXHO

HEBO3MOXXHO

2 Mpw ycnosum, yto CK3W B3ATO NoA ynpasneHvie APMa aaMUHUCTpaTopa 6e30nacHocTu JaCarta, Ha KOTOPOM reHepUpYeTCA NOCNe0BaTeNbHOCTb ANA Pa36OKMPOBKU

AO "Anapaun P.0." 1995-2023 r.
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Mpunoxenue OTP
annnet AladdinOTP

1234567890

He npeaycMoTpeH
He npeaycMoTpeH
ornepaums He
npeaycMoTpeHa
ornepaums He
npeaycMoTpeHa
onepaums He
npesycMoTpeHa

HEBO3MOXHO

HEBO3MOXXHO

Crp.12/75
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3.3 Onepauun C 3M1eKTPOHHBbIMUN KII04YaMun

3.0

ﬂ,OCTyI’IHbIe onepaunn C 3NEKTPOHHbIMU KNKOYaMU, C YKa3aHUEM HYXXHOI0O pexnma pa60TbI M HeobxoaMMOCTH ayTeHTl/Id)l/IKaLl,l/Il/I Ana copeplweHuna onepauun npuBedeHbl B

Tabnuue 4.

Tabnuya 4 - lNepeveHs onepayuli ¢ 371€KMPOHHLIMU KKYAMU

npl/U'IO)KEHMe nannnert

Onepauws B EK JaCarta 4

(opMaTUpOBaHWe 3NEKTPOHHOTO Kitoua

YcraHoBka (cMeHa) PIN-kofa nonb3oBatens
aAMVHWUCTPATOPOM

CmeHa cBoero PIN-kofa nonb3oBatenem
CmeHa cBoero PIN-koaa agMMHUCTPaToOpoM

YcraHoBka (cMeHa) PIN-kopa nognucu
nonb30oBaTeNeM

PasbnokuposaHue PIN-koaa nonb3oeatens
B MPUCYTCTBUM aAMMUHUCTPATOPA

YpaneHHoe pasbnokuposaHue PIN-kona
nonb3oBaTens

Onepaunmn ¢ 06bekTamMu B MaMSTH
3NIEKTPOHHbIX K/touei

[pocMOoTp KpaTKunx cBefeHui o
NoAcoeAMHEHHOM 3/TEKTPOHHOM KJtoye

[poCcMOTp NONHbIX CBELEHMI O
NOLCOEAMHEHHOM 3NTEKTPOHHOM KJTHOUe

Co3paHue 3anpoca Ha cepTudmkat

AO "Anapaun P.0." 1995-2023 r.

Mpunoxenue PKI
annnet PRO

PIN-kop He TpebyeTcs

Tpebyetcs PIN-kop
aAMUMHKUCTPaTOpa

Tpebyetcs PIN-kop
nonb3oBartens

Tpebyetcs PIN-kop
aAMUMHKUCTPaTOpa

He poctynHo

Tpebyetcs PIN-kog
aAMMHUCTpaTOpa

PIN-kop He TpebyeTcs
Tpebyetcs PIN-kop
nonb3oBaTens
PIN-koa He TpebyeTcs

PIN-kon He TpebyeTcs

Tpebyetcs PIN-kon
nonb3oBaTens

Mpunoxenue PKI
annnet Laser

Tpebyetcs PIN-kop
agMUHUCTpaTopa

Tpebyetcs PIN-kop
agMUHUCTpaTOpa

Tpebyetcs PIN-kop
nonb3oBaress

Tpebyetcs PIN-kop
agMUHUCTpaTOpa

He poctynHo

Tpebyetcs PIN-kop
aAMUHUCTpaTopa

PIN-kop He TpebyeTcs
Tpebyetcs PIN-kop
nonb3oBaTens
PIN-koa He TpebyeTcs

PIN-kon He TpebyeTcs

Tpebyetcs PIN-kon
nonb30BaTess

PykoBoacTBo agMuHucTpaTtopa ans Windows

Mpunoxenune NOCT

annnet KpuntotokeH 2 3N

Tpebyetcs PIN-kop
nonb3oBaTess

He poctynHo

Tpebyetcs PIN-kop
nonb3oBaTess

He poctynHo
Tpebyetcs PIN-kop
nonb3oBaTens
Tpebyetcs PUK-kop,
PIN-kop He TpebyeTcs
Tpebyetcs PIN-kop
nonb3oBaTens
PIN-kog He TpebyeTcs

PIN-kog He TpebyeTcs

Tpebyetcs PIN-kog
noNb30BaTess

Mpunoxenue
STORAGE
annnet Datastore

Tpebyetcs PIN-kon
aAMUHKUCTpaTOpa

He poctynHo

Tpebyetcs PIN-kon
nonb3oBartens

Tpebyetcs PIN-kon
aAMUHKUCTPaTOpa

He poctynHo
Tpebyetcs PIN-kog
afIMMHUCTpaTOpa

He pnoctynHo
Tpebyetcs PIN-kog
nonb3oBartens
PIN-kop He TpebyeTcs

PIN-kog He TpebyeTcs

He poctynHo

Mpunoxenune OTP
annnet AladdinOTP

DYHKLMOHaNbHOCTb
OTCYTCTBYET

(DYHKLMOHaNbHOCTb
OTCYTCTBYET

Tpebyetcs PIN-kog
nonb3oBartens

DYHKLMOHaNbHOCTb
OTCYTCTBYET

DYHKLMOHAIbHOCTD
oTcyTcTByeT

DYHKLMOHAIbHOCTD
oTcyTcTByeT

DYHKLMOHAIbHOCTD
oTcyTcTByeT

DYHKLMOHaNbHOCTb
oTCyTCTBYET

PIN-kop He TpebyeTcs
PIN-kon He TpebyeTcs
(DYHKLMOHaNbHOCTb

OTCYTCTBYET

Crp. 13 /75
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4. YCTaHOBKa Nporpammbl

4.1 CucTteMHble TpeboBaHuA

CucreMHble TpeboBaHMS K KOMMbIOTEPY, HA KOTOPOM ycTaHaenueaetcs M0 "Egunbiii Knuent JaCarta” npuBesneHsl

B Tabnuue 5.

Tabnuya 5 - CucmemHbie mpebogaHus

Tpe6oBaHue ConepxaHue

Microsoft Windows 7 (32/64-6ur): Professional, Enterprise, Ultimate?
Microsoft Windows 8.1 (32/64-6ur): Core, Pro, Enterprise
Microsoft Windows 10 (32/64-6ut): Home, Professional, Enterprise
Microsoft Windows 11
Moanepsk1Baemble Microsoft Windows Server 2008 R2 SP1: Standard, Enterprise, Datacenter?
onepaumoHHbIe CUCTEMDI Microsoft Windows Server 2012: Foundation, Essentials, Standard, Datacenter
Microsoft Windows Server 2012 R2: Foundation, Essentials, Standard, Datacenter
Microsoft Windows Server 2016
Microsoft Windows Server 2019
Microsoft Windows Server 2022

dneKkTpOoHHble kntoum eToken:

eToken PRO Anywhere;
eToken NG-OTP (Java)

dnekTpoHHble kntoum JaCarta:

MNopnepxvBaeMblie Mogenu ®
3/IEKTPOHHBIX KIKOUei .

JaCarta Remote Access;
JaCarta PKI;

JaCarta PKI/BIO;

JaCarta SF/TOCT;
JaCarta-2 I'OCT;

JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 PRO/TOCT;
JaCarta-2 PKI/BIO/TOCT;
JaCarta-2 SE;

JaCarta-2 SF;

Aladdin LiveOffice;
Aladdin LiveOffice Common Edition;
JaCarta LT;

JaCarta WebPass.

[na USB-TokeHoB ncnonbsyercs USB-nopr.

AnnapatHble cpeacTsa [nsa cMapT-KapT He06X0AMMO HanMuMe NOAKMYEHHOIO CYMTLIBATENS CMApT-KapT,
HanpuMmep, cMapT-kapT puagepa JCR721.

3 B cBAi3K C NpeKpalleHMeM NoaaepKKM U BbiNycka 0BHOBNEHMIT pa3paboTUMKOM AaHHbIX ONEpaLMOHHBIX CUCTEM
peKOMEHAYETCS NPUMEHSTb AOMONHUTENbHbIE MEPbI 3aLLMTbI, MEPEeUYNCIEHHbIE B MHPOPMaLMOHHOM coobweHnn GCTIK ot 20

auBaps 2020 r. N 240/24/250
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4.2

4.3

Tpe6oBaHue ConepxaHue

[nsa 3anekTpOHHbIX Kntoven B popm-pakTope microUSB MoxHO Mcnonb3oBatb
cnepywouiee obopyaoBaHue:

e  USB-nopt yepes nepexoannk microUSB-to-USB.

Ina Type-C TokeHoB ucnonb3yetcs USB Type-C nopt

PaspelueHune 3kpaHa PekomeHpyeTcs He Huxe 1024x768

OnuncaHve NaKeToB YCTAHOBKMU

Onucanune naketoB yctaHoBku M0 "EguHbin KnuenTt JaCarta” npuseneHo B Tabnuue 6.
Tabnuya 6 -lakemsi ycmarosku 10 "EQuHeili KnueHm JaCarta”

Mdaiin Onucanme

JaCartaUnifiedClient_3.0.xxx.xxxx_win-x64_ru-Ru.msi MakeT ycTaHOBKM N5 64-X pa3psaHbiX OnepaLMoHHbIX

cucteM Microsoft Windows

JaCartaUnifiedClient_3.0.xxx.xxxx_win-x86_ru-Ru.msi MakeT ycTaHOBKM Aanst 32-X pa3psAHbIX ONepaLMOHHbIX

cucteM Microsoft Windows

O6A3aTenbHble Mepbl NPea0CTOPOHKHOCTY

leped ycmaroskoli 10 «Edurbili Knuenm JaCarta» Heo6xo0umMo 03HAKOMUMbCS CO 8CeMU NPedCcmasieHHbIMU
Hue Mepamu npedocmopoxHocmu

MO "Eamubii Knuent JaCarta” yxxe copepxut Moaynb JC-Client, noatomy He pekomeHdyemcs yCTaHaBAMBATb
JC-Client Ha komnbtoTep ¢ ycTaHoBAeHHbIM 10 "EamHbii Knuent JaCarta”. OToenbHas AononHMTeNbHas
yctaHoBka JC-Client MoxeT HapywuTb HacTpovkn MO "EamHbii KnueHT JaCarta” v BbI3BaTh OWMOKM Npu
nocneayLLmMx YCTaHOBKAX U YAANEHUAX 3TUX NPUNOKEHUA.

OcobeHHOCTH ycTaHOBKM M paboTbl coBMecTHO ¢ 0 "JaCarta Management System™:

— MO "EpmnHbit KnuenT JaCarta” Bepcun 3.0 coemectmmo ¢ M0 "JaCarta Management System” Bepcum 3.7 1 Bblwe.
— O "EpmnHbit Knunert JaCarta” Bepcun 2.13 cosmectumo c MO "JaCarta Management System” Bepcun 3.4 v Bblwwe.
— O "EpmnHbit KnuenT JaCarta” Bepcun 2.11 cosmectumo c MO "JaCarta Management System” sepcuu 3.1.

[nsa yctaHoBkn MuHuapareepa PRO u3 coctasa N0 "EanHbin KnuenT JaCarta” Heobxoaumo yoeaunTbes, 4To
Ha KOMMbIOTEPE He YCTaHOB/IEHO nporpaMMHoe obecneyeHume MO "SafeNet Authentication Client”, MO
"eToken PKI Client" unu MO "SafeNet Minidriver". Ecnu Takoe M0 yctaHoBneHo, ero Heo6xo0AMMO YAANUTL [0
Hayana ycTaHoBKM MuHuppareepa PRO.

[nsa yctaHoBku gparieepa eToken PRO Anywhere u3 coctasa N0 "Eaunnbii Knunent JaCarta” Heobxogumo
ybeanTbCs, YTO Ha KOMMblOTEpe He yCTaHoB/ieHo nporpaMMHoe obecneveHue N0 "SafeNet Authentication
Client" n NO "eToken PKI Client". Ecnu Takoe MO yctaHoBNEHO, ero He06X0AMMO yaanuTb A0 HaYana
yCcTaHoBKM MuHuAapansepa PRO.

[nsa paboTbl co cMapT-kapT puaepamu ASEDrive llle Bio He06X0AMMO YCTaHOBUTb KOMMOHEHT NOAAEPXKKM
6uomMeTpuM U MoayNb NOAAEPXKKM CMapT-kapT puaepoB ASEDrive llle Bio.

Bo Bpems yctaHoBku 10 "EgmHbiit KnueHT JaCarta” Bepcun 2.13 1 6onee nosgHux Bepcuii Ha Windows 7 u
Windows Server 2008 R2 ¢ noMoLbto MacTepa YCTAaHOBKM U B pEXMME KOMaHAHOM cTpokun B Windows byayT
oTobpaxartbcs coobuieHns 06 ycTaHOBKe ApaiiBepos, Tpebylowmne NOATBEPXKAEHUS ANS MPOLOIKEHUS
YCTAHOBKM. YCTPaHUTb BbIBOA NOA0OHbLIX COOBLLEHMIT NO3BONSIET NpeBapUTENIbHAs YCTAHOBKA ABYX
obHoBneHnn Windows: KB3033929 (nocTynHo ans 3arpy3ku Ha cavrte Microsoft) n KB2921916. B cBa3um ¢
oKkoH4YaHueMm noanepxku Windows 7 komnanuen Microsoft pekomeHayeTcs YTOUHUTL CNocob nonyyeHus
obHoBneHna KB2921916 y texnuueckon nopaepxkn AO "Anapgaun P.O." (cm. n. 11.2 Texnopnepxka).

Mpwn ycTaHoeke MO "Eanubii Knunent JaCarta” Bepcumn 2.13 1 6onee no3gHux sBepcuit Ha Windows 7 u
Windows Server 2008 R2 yepes rpynnoBblie NOAUTUMKM NpeaBaputencHas yctaHoBka obHoBneHmi Windows
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KB3033929 (mocTynHo anga 3arpysku Ha cante Microsoft) n KB2921916 asngetca obs3arenbHon. Cnocob
nony4yeHuns obHoBneHms KB2921916 pekoMeHayeTCs YTOUHWUTL ¥ TeXHMYecKon noaaepxkn AO "AnapanH
P.O." (cM. n. 11.2 Texnopnepxka).

8. YctaHoBKY Moaynen noanepyXKu CTOMT OCYLLECTBAATb TONbKO MPU HanMuuMmn npobnemM GyHKLUMOHUPOBAHMUS
NporpaMMHoOro obecneveHus, AN KOTOPOro YCTaHABAMBAETCS MOAYNb NnoaaepxKku. NonobHble npobnemsl
MOryT 6bITb CBSI3aHbl C NPEKpPaLLEHUEM NOALEPXKKM U BbiNycka 06HoBNeHMI 10 cTOpOHHUX Npou3BoOAUTENEN,
B TAaKOM C/ly4yae MOAY/b NOAAEPXKKM 0Decneunt BOIMOXHOCTb paboTbl CO CTOPOHHWUM [10, yBENUUYUT CKOPOCTb
paboTbl cTopoHHero N0 ¢ HekoTopbiMU Mogenamu TokeHoB JaCarta u obecneunT onTMMM3aLmIo
B3aMMOAENCTBUS.

9. V3BneyeHne TOKEHA MM CMAPT-KapTbl MPU 3aNUCK AU CYUTBIBAHUM MHDOPMALIMM MOXET NPUBECTU K BbIXOAY
ycTpoicTBa u3 ctpos. [Ing obecneueHms KoppekTHOro dyHKLUMOHMPOBaHMS TOKEHOB M CMapT-KapT, nepes,
U3BNEYEeHNeM yCTpPOMCTBA HEOBXOAMMO A0XKAATHCS 3aBEPLUEHNS MPOLLeCCa 3aMUCu UK CYUTBIBAHMS
UHpOpMaLMK.

4.4  YCTaHOBKA NPOrpamMMbl C MOMOLLIbIO MacTepa YCTaHOBKM

leped ycmaroskoli 10 «EQurbili Knuenm JaCarta» Heob6xo0umMo 03HaKOMUMbCA C COOePIHaHUEM NYHKMA
4.3 "0O6s3amesnbHble Mepbl NPedoCmMopoxHocmu”

D Ona ycranosku MO "Eaunbiii KnuenT JaCarta” ¢ noMowbio MacTepa yCTaHOBKM:

1. BonauTe B cuCTEMy MOA YYETHOW 3aMMCbio C NpaBaMyW aAMUHUCTPATOPa M 3anycTUTe NakeT ycTaHoBkK 10
"EamHbin Knnent JaCarta” (umeHa naketoB yctaHoBku M0 "EamHbin Knuent JaCarta” npuseneHsbl B n. 4.2
"OnucaHune NakeToB yCTaHOBKMK"). byneT oTobpaxeHO CTapTOBOE OKHO YCTAHOBKM NMPOrpammsl:

ﬁl Eanneli Knavent JaCarta

Bac NpHBETCTBYET NPOrpaMMa yCTaHOBKH
EnuHbii KnuenT JaCarta

Mporpamma Eamtsii KnwedT JaCarta Byaet ycTaHoBneHa Ha
KOMMBHOTER. [ANA NPOA0TREHMA HEMMUTE KHOMKY «Janees,

MPEAYMNPEAAEHME: aHHas NnporpaMMa 3alLMILEHE 33KoHaMH
0f BBTOPCKMX MPEEAX WM MEXL YHEPOAHEIMK COrNALSHWSAMM,

PucyHok 1 - OkHo npusemcmesus macmepa ycmarosku 10 "EQuHeili KnueHm JaCarta”

2. Haxmute kHonky "Janee". byaeTt oTobpaxkeHo oKHO ¢ "JlnueH3noHHoe cornawenune” (PucyHok 2).
O3HaKoMbTECh C TEKCTOM IMLIEH3UOHHOMO COrnaLleHus.

2.1. Ecnu Bbl He cornacHsbl C yc10BuaMU JIMLLEH3MOHHOIO CornalleHuns, Bbibepute NyHKT "f He NpMHUMatD yCNoBUS
JIvueHsnoHHoro cornawenuna” u Haxmute KHonky "OTmeHa". YctaHoBka M0 "Eaubbit Knuent JaCarta” 6ynet
npekpaLLeHa.

2.2. Ecnm Bbl cornacHbl € ycioBUSAMU JIMLEH3MOHHOMO COrNalleHus, Bblbepute NyHKT " npuHUMalo ycnoBus
JIeH3nMoHHOro cornawenuns”.
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ﬁ Eannenii Knuent JaCarta

BamHOo: [l

HNomamyiicTa, EHMMATENLHO OpoYrTanTe AasHHOeS
JIMIEH3IMOHHOE COIVIAaNEHME, [NpemOe dYeM OTKPHTbE NaKeT C
OpoTpanMMenm oBecneueHMEM W,/ mma MCOOAbI0EATE ero

comepmMMOe U/MIM Opemnos, YEM 3arpy®aTh WM YyCTaHaBIWMBATh
nporpamiHos ofecneusHME .

Bce YEaASaHMA oo MCOOAES0EaHWD HacTOoAmEDC
NpoTpaMMHoTO ofecnevesms (BrmEuas, Bes OTpaHMYe I
BuBimMoTERM, VTWIMTH, Gafnw ang crkadYveasEua c Web-caira,

T T Thr wmam s e e mm e me e e omarrm e e e -t

@ A MPMHWAMAND YCNOBWA NHUEHIMOHHOMO COMNALLEHNA I

O H He MPMHMMAKD YCNOBMA MMUEHSMOHHOMD COrNaLeHA

< o

PucyHok 2 - OkHo "JluyeH3uoHHoe coenaweHue” macmepa ycmarosku 10 "Edureili Knuenm JaCarta”
3. Haxmute kHonKy "Oanee”. byaeT oTKpbITO OKHO "Bua yctaHoBku” (PucyHok 3). BeibepuTe BUA YCTaHOBKM
nporpammsl 1 Npu HEOHXOAMMOCTU U3MEHUTE NYTb €€ YCTAHOBKM:

—  BblbepuTe 3HauyeHue "CTaHaapTHaa" (Mo YMONYAHMIO) 4SS YCTAHOBKM CTaHAAPTHOrO Habopa KOMMNOHEHTOB: EaMHBIN
Knuent JaCarta, Munnaparisep PRO, YnpasneHue TokeHomMm, MNoanepxka 6uometpum, MNopnepxka eToken PRO
Anywhere. B cnyyae Bbi6opa CTaHAApTHOW YCTAHOBKM NepeinanTe K BbINOJAHEHUIO Wara 5 AaHHOM npoueaypbl.

—  BblbepuTe 3HayeHune "BoibopoyHas” ans Boibopa 13 yKkazaHHOro Habopa KOMMOHEHTOB.

g MpumeuaHue. KomnoHeHT "EanHbiin KnueHT JaCarta” siensetcs o693aTeNibHbIM M YCTaHaBAMBAETCS BCErAa,
He3aBMCMMO OT BbIGPAHHOr0 TMNA YCTAHOBKMU.

—  Npu Heob6X0AMMOCTU U3MEHUTE YKA3aHHbIM MO YMONYAHMIO NMYTb YCTAHOBKM Nporpammsl. [1ns 3T0ro HaXKMuTe KHOMKY
"3aMeHuTb..." 1 B oTKpbIBLEMCS OkHe [MpoBoaHuka Windows BbibepuTe Hy>XHYH nanky.

ﬁ Eannenii Knuent JaCarta

BribepuTe BUA YCTAHOBKN,

@C‘lamap‘nlan

ByOeT ycTaHoBNneH CTaHASPTHEIA Ha0op KOMNOHEHT NPOrpamMMel.
{TpebyeTca Donbwe MECTa Ha AMCKE. )

() Boibopounan

Beibop HEoBX04MMEIX KOMIOHEHTOE NPOrPaMMEl, PACCUMTEHE Ha
OMBITHBIX NONB30BaTENEN,

YcTaroeka EanHe KnwedT JaCarta 5:

C:'Program Files\JaCarta Unified Client), ZMEHMTE. ..

< o

PucyHok 3 - OkHo "Bud ycmarosku" macmepa ycmaHosku 10 "EQuHeili KnueHm JaCarta”
4. Haxmwure kHonky "Oanee". B cnyyae BbIGOPOYHOM yCTaHOBKM ByaeT oTobpaXKeHo OKHO An1s Bbibopa u3
cnepytowero Habopa KOMMOHEHT:
=  Mwunugpansep PRO;
= JaCarta SecurLogon;
" YI'IpaBHEHl/Ie TOKEHOM;

= [lognoepxka 6uomMeTpuu;
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=  [parieep JaCarta Virtual Reader;
= T[lopnepxka eToken PRO Anywhere.
Mpumeuanue. MogpobHee o pabote JaCarta Virtual Reader cMm. n. 9 "[IpaiiBep BMPTYyanbHOro CYMUTbIBATENS
JaCarta”.
g Mpumeuanue. OnNucaHne KOMMNOHEHTOB NPUBEAEHO B MPUIOXEHUM A,

ﬁ Eanneiit Knuent JaCarta

LLIENKHMTE 3HAYOK B CIMCKE HUKE, YTO0EI M3MEHMTE CNOCOB YCTAHOBKM KOMMOHEHTE.
OMMCEHWE KOMMOHEHTA

m Ba30BbIi Habop KOMNOHEHTOE
MuHuapaieep PRO AnA paboTel NPOrpPaEMMel,
JaCarta SecurLogon

¥NpaEneHWe TOKEHOM

Moaaepwia bruometpim

Npaieep JaCarta Virtual Reader
Moaaepia eToken PRO Anywhere

0

b4
[

v

[ANA AEHHOrD KOMNOHEHTS
Tpebyertca 52MB Ha MEeCTKOM
AMCKE,

Crpaeka < Hazaa OTMeHa

PucyHok 4 - OkHo "BbibopoyHas ycmaHoska" macmepa ycmarosku 10 "Eduneiti KnueHm JaCarta”

[ng yctaHoBKM TpebyeMoro KOMMNOHEHTa B OKHe "Bbi6opoYHas yCTaHOBKA" B CTPOKE C HA3BaHUEM HYXKHOIO
KOMMOHEHTA HaXMuTe 3HauYoK (X u B BbINafaolleM crnucke BoibepuTe HEOBX0AMMYIO OMNLMIO YCTAHOBKM (CM.
PUCYHOK 5):

—  "[laHHbI KOMNOHEHT ByfeT YyCTAaHOBNEH HA NIOKaNbHbIN XXECTKMUIA ANCK";

"[laHHbI KOMMOHEHT M BCE NMOAKOMMNOHEHTbI ByAyT YCTaHOBNEHbI Ha TOKANbHbIN XeCTKUI AUCK”

—  "[laHHbIM KOMNOHEHT 6yneT HepoCTyneH".

=) [aHHblii KOMNOHEHT BYAET YCTAHOBNEH HA NOKaNbHbIN XKECTKWIA ANCK.
=38 [aHHbiii KOMNOHEHT U BCE NOAKOMMOHEHTbI By AyT YCTaHOBNEHBI Ha N1OKANbHbIV XKECTKWIA ANCK.

X /[laHHblil KOMNOHEHT ByAET HEAOCTYNEH.

PucyHok 5 = Onyuu ycmaHogKku KoMnoHeHma

Mpwu HaxxaTum Ha KHonKy "CnpaBka” 6yaeT oTKpbITo 0KHO "CoBeTbl N0 BbIGOPOUHONM YCTaHOBKE", coaepKallee
noapobHoe onucaHne COCTOSHUIA YCTAaHOBKM KOMMOHEHTOB:
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ﬂ Eantbiii Knnent JaCarta *

e 3HEYOK PAAOM C HESB3HWEM KOMNOHEHTA NOKA3BIBAET COCTOAHME YCTAHOEKK
KOMAOHEHTE. LLIENKHWTE 3TOT SHIY0K, yTobLl PackpbITe MEHKD COCTORAHMA
YETAHOBKM ANA KE40r0 KOMOOHEHTa.

[aHHoE COCTOAHKE YCTAHOBKM 03HE4EET, YTO KOMAOHEHT. ..

BYAeT NONHOCTHHD YCTAHOBNEH HE NOKANEHEIA ECTKMIA AMCK.
fyOeT cofepaTE NOAKOMNOHEHTEI HA NOKANEHOM MECTKOM AMCKE,
He ByReT ycTaHoBneH.

ByaeT YCTEHOBNEH NPM NEPEOM MCMONES0EEHMH,

FEEEE

ByAeT YCTEHOBNEH ANA 3aMYCKa Mo CETH,

PucyHok 6 - OkHo "Cogembl no 8bi60poyHoli ycmaHoske" macmepa ycmaHosku 10 "EQuHbili KnueHm JaCarta”

5. Ecnu Ha ware 3 6b11 BbIGpaH BUA YCTaHOBKM "BbibopoyHas”, To 6yaeT 0TobpaxkeHo oKHO "[ononHuTenbHble
napameTpbl paboTbl” (cM. PucyHok 7). C noMOLLbO OJHOMMEHHOM ranoyukn MOXHO f06aBuTb EaunHbii KnneHt
JaCarta B aBTO3arpy3ky npu ctapte onepaLuyMoHHON CUCTEMBI;

ﬁ EanHeli Kanent JaCarta

[ No6aeuTe EguHelii KnuenT JaCarta 8 asTosamyck

< orers

PucyHok 7 - OkHo "[lononHumeneHsle napamempsl pabomel” macmepa ycmarosku 10 "EduHeili KnueHm JaCarta”

Ecnu 6bina sbibpaHa ycmaHoska "Cmandapmeas”, mo EQureili Knuenm JaCarta 6ydem asmomamuyecku dobasneH
8 a8MmMo3azpy3Ky

6. Haxmute KHONKyY "YCTaHOBUTL". ByAeT BbINONHATLCSA YCTaHOBKA BblGpaHHbIX KoMnoHeHToB MO "EamHbIi
KnuenT JaCarta”. Xog ycTaHOBKM OTOBpaXaeTcs B BUAE UHAMKATOPA:
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ﬁ Eannenii Knuent JaCarta

[oAMTECE OKOHYEHWA YCTEHOBKM EAMHLIN KnueHT JaCarta. 3To MaweT
33HATE HECKONEKO MMHYT.

CocTosaHue:

PucyHok 8 - lMpoyecc ycmarosku 10 "EQuHsili Knuenm JaCarta”

7. MMocne 3aBepLleHna YCTAaHOBKU OT06p33MTC$I cnepywuiee OKHO C VIHq)OpMaLLMEﬁ 0 3aBepLleHnN YCTAHOBKHU:

ﬂ EanHelii Knwent JaCarta

MporpaMMa yCTaHOBKH ZaBeplieHa

Mporparma EquHend KnueHT JaCarta yonewHo yCcTaHOBNEHS.
[nA KOppeKTHOM PaboTE BCEX KOMMNOHEHTOB PEKOMEHAYETCA
NEPEesarpy3MTE KOMMNEOTER.

PucyHok 9 - OkHo 3agepweHus ycmarosku [10 "EduHeili KnueHm JaCarta”

8. Haxmute kHonKy "ToToBO". [epe3arpysnTte KOMNbIOTEP, eCNN ByAeT 0TOBpaXXeHO COOTBETCTBYHOLLEE
npeaynpexaeHue:

ﬁ CeefeHNA o Nporpamme yeTaHoekn Eguneiii Knnenr Ja...

Ana Toro 4yTobbl M3MEHeHMA EamHeni KnueHT JaCarta
BCTYMWNW B cUny, HeoBXoauMo NepesarpysuTh
KOMMBOTER. HammuTe «flas, yTobsl caenats sTo
celi4ac, WK «HeTs, YTobbl BEINCNHUTE NEPE3arpy3Ky
MOZHE BPYHHYHD.

PucyHok 10 - CeedeHus o npozpamme ycmaHosku [10 "EQuHbili Knuenm JaCarta”

9. byneT BbiNONHEHA Nepe3arpy3ka KomnbtoTepa. MNocne 3aBepuerus nepesarpysku MO "EanHbiin KnneHt
JaCarta" rotoBo Kk paborTe.
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4.5

\Q

45.1

YCTaHOBKa NPOrpamMMmbl B perriMe KOMaHOHOW CTPOKU

leped ycmaroskoli 10 «Edurbili Knuenm JaCarta» Heob6xo0umMo 03HAGKOMUMbCS C COOePIHaHUEM NYHKMa

4.3 "0O6s3amesnbHble Mepbl NPedoCcmopoxHocmu”
YcTaHOBKa NpoOrpaMMbl B pexxMMe KOMaHAHOW CTPOKM BbinonHseTca ¢ noMolbto Windows Installer — cpeactsa
YCTAHOBKM, U3MEHEHUS U BbINOSIHEHUS ONepaLnii U3 KOMaHAHOM CTPOKMU.

Cosert. [1ng nonyyeHus cnpaBku no Windows Installer aktnBupyiite komaHay MeHto "Tlyck — CnyxebHble —
Windows — BbinonHutb". B noseusliemMcs okHe "BbiNONHUTL" BBEAUTE KOMaHAY "msiexec” u HaXXMUTe KHOMKY
"OK". byaeT oTKpbITO OKHO "YcTaHoBLMK Windows" co cnpaBKol 0 NporpaMme.

MmeHa nakeToB ycTaHoBku 10 "EpmHbit KnueHT JaCarta” npueepeHsl B n. 4.2 "OnucaHne NakeToB YCTAaHOBKMU".
P Ona ycranoeku MO "Eaunbiii Knuent JaCarta” B pexxumMe KOMaHAHOM CTPOKMK:

1. BoiauTe B cMcTeMy NOA yYETHOM 3aMMCbIO C NpaBaMu agMUHUCTpaTOpa.

2. 3aKkpowiTe BCE NPUNOXEHUS M 3anycTuTe npunoxerHue "KoMarHaHas CTpoka” oT UMeHU aaMUHUCTpaTopa. [ns
3T0ro Bbibepute MeHio "Tlyck — CnyxebHble — Windows — KoMaHaHas cTpoka” U akTUBUPYiTE KOMaHAy
"[lononHMTeNbHO — 3anycK OT UMEHM aAMMHUCTpaTopa’.

3. B koMaHAHoOM cTpoke BBeauTe KoMaHay yctaHoBku M0 "EamHbii Knuent JaCarta” ¢ nomouwpbio Windows
Installer c Heo6xo0ouMbIMK NapaMeTpaMu, HaNnpuMep:

msiexec /i C:\dain_ycranoexku EmmHOTO Knmenra JaCarta.msi
MapameTpbl 4N1A YCTaHOBKM NPOrpaMMbl B persnme KOMaHLHOW CTPOKM

Mpu ycTaHOBKE NPOrpaMMbl B pEXMME KOMAHAHOM CTPOKM CyL,eCTBYeT BO3SMOXHOCTb 33aBaTb 0Cobble
napametpbl 10 "EauHbint KnuenT JaCarta” u ux 3HaveHus. [lns 3apaHmsa napaMeTpoB UCMONb3YyHTe Cieayowmin
¢dopmar:

msiexec /i dann ycraHoBkM EmmHOTO Kmmenra JaCarta.msi ITAPAMETP=3HAYEHME IIAPAMETP=3HAYEHME /gb

Cnucok napameTtpoB yctaHoBku 10 "EauHbiin Knunent JaCarta” npu ero ycTaHOBKE B peXXMMe KOMaHAHOM CTPOKM
npefcTaBneH B Tabnuue 7.

Tabnuua 7 - Mapamempesi 015 ycmarosku 10 "EQuHbil KnueHm JaCarta” 8 pexcume KOMaHOHOU cmpoku

Mapametp 3HaueHHne OnucaHune
INSTALL_BIO 0 He yctaHaBnuBaTb nopaepxky 6uomeTpun
1 YcTaHOBWUTb NoaaepkKy 6MoMeTpum
INSTALL_PRO_MD 0 He ycTaHaBnuBaTtb MuHuapavisep ansg TokeHos PRO
1 YcTaHOBWUTb MMHMApPaKBep ang TokeHos PRO
INSTALL_SECURLOGON 0 He yctaHaBnuBaTh KOMMOHeHT SecurLogon
1 YcTaHoBWUTbL KOMMNOHEHT SecurLogon
INSTALL_CRYPTOPRO_CSP 0 He yctaHasnuBaTb nogaepxky ans CPRO CSP
1 YctaHosuTb nopaepxky ang CPRO CSP. YcraHoBka
BO3MOXHA TO/IbKO NPpW Hannuuu yctaHosnenHoro CPRO
CSP
INSTALL_JACARTA_VR_DRIVER 0 He ycTaHaBnvBaTbh ApaliBep BUPTYasbHOIO CYUTLIBATENS

JaCarta Virtual Reader

1 YcTaHOBWUTb ApaliBEP BUPTYASIbHOrO CUMTHIBATENS
JaCarta Virtual Reader

INSTALL_TOKEN_MNG 0 YCTaHOBWUTb KOMMOHEHT YNpaBieHne TOKEHOM
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MNapametp 3HaueHune OnucaHune
1 He ycTaHaBnnBaTb KOMMNOHEHT YNpaBieHWe TOKEHOM
INSTALL_ANYWHERE_DRIVER 0 He yctaHaBnuBatb gparisep nogaepxku eToken PRO
Anywhere
1 YcTaHoBuTb apavisep nogaepxku eToken PRO
Anywhere
INSTALL_CERTS CepTudukaTbl 415 NpOBEPKM NOAMUCHK ApaiiBepoB
INSTALL_DIFXAPI Difxapi.dll ansg paboTbl custom actions ncnpaBnAoLLMUX

YCTaHOBKY ApaiiBepoB

CERTS_EXPIRING_WARNING_VISIBLE 0 He oTobpaxaTb npepynpexaeHms 06 ncrekarowem
CpoOKe AencTeunsa ceptnudukaTta

1 OT0o6paxkaTb NpeaynpexaeHns 06 UCTeKALWEM Cpoke
LencTBms ceptTudukarta

CERTS_EXPIRED_WARNING_VISIBLE 0 He oTobpaxaTb npeaynpexaneHms 06 ncTekleM cpoke
neicTeus ceptudumkata

1 OT0o6paxkaTb NpeaynpexaeHns 06 UcTekllemM cpoke
LencTBms ceptTudukaTta

DISABLE_CPRO_SC REGISTRY 0 Octaenset peructpaumio B Winlogon ans
cuutbiaTener JaCarta B Kpuntollpo CSP

1 Ypanset peructpaumio u3 Winlogon gng cumntbiBatenen
JaCarta B Kpuntollpo CSP

ADD_JCUC_AUTORUN MO "EpmHbiii Knuent JaCarta” He 6ynet nobasneH B
aBTO3anycK

Kommenmaputi: napamemp Heobxodumo 3adams CTPOIO
8 cedyrouiemM gude: ADD_JCUC_AUTORUN=""

1 MO "EpmHbiii Knuent JaCarta” 6ynet aobaBneH B
aBTO3anycK
INSTALL_PIN_EXPIRATION_AS DIALOG O He BbIBOAWTb YBELOMNEHWE 06 UCTEYEHWUU BPEMEHMU

*u3Hu PIN-kopa B omnanorosom okHe (ans JaCarta PKI)

1 BbiBOAMTE yBEAOMNEHME 06 UCTEUEHUM BPEMEHM XKU3HU
PIN-kopa B ananorosom okHe (ans JaCarta PKI)

3= Mpumep. Komanaa yctaHoBku MO "EauHbin KnueHT JaCarta” B pexxume KOMaHLHOM CTPOKM B C/ly4ae 3a4aHus
[LONONHUTENbHbIX NapaMeTpPOoB:

msiexec.exe /i C:\JaCartaUnifiedClient 3.0.XXXX win-x64 ru-Ru.msi
INSTALL JACARTA VR DRIVER=1 /gb
B naHHOM npumepe 6yaeT BbinonHeHa yctaHoBka 10 "EguHbiin KnuenT JaCarta” co cnepyoowmmm napameTpamu:

e INSTALL JACARTA VR DRIVER=1 - yCTaHOBMWTb ApaiiBep BUpTyanbHoro cumtbisatens JaCarta Virtual
Reader;

e /gb - ko4 Windows Installer, B COOTBETCTBUM C KOTOPbIM ByAeT 0TOOpaxEH Xo[, YCTAaHOBKM, MPU 3TOM He
HWKaK1X BOMPOCOB MOJIb30BaTeN0 33/laH0 He ByneT, Takke 1 He byneT oTobpaxaTbcs kHonka "Cancel”
("OT™eHa").
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4.6 OtobpameHve KOMaHAbl "YnpaseHne TOKeHOM" Ha 3KkpaHe 6noknposkm Windows

Mocne 3aBeplueHuns yctaHoBku MO "EamHbin KnueHt JaCarta” n nepexopa B akpaH 6nokuposkm Windows, byaet
oTtobpaxeHa kKoMaHAa "YnpaeneHue TokeHoM". OHa 0TOBpaxaeTcs, ecnu B Xo4e YCTaHOBKM Obin BbIOpaHbl 04MH
u3 cnepytowmx BuaoB: "CtaHgapTHas' nnm "BeibopoyHas ¢ KOMNOHEHTOM YNpaBieHMe TOKEHOM".

admintest

T

admintest
usertest

YnpaeneHvie TOKEHOM

PucyHok 11 - SnemeHm ynpasneHus Ha 3kpaHe baokuposku Windows

CKpbITb 0TOBpaXkeHNe JAaHHOTO 3IEMEHTA YNPABAEHMS MOXKHO C NMOMOLLbIO YAANIEHUS KOMMOHEHTA "YnpaBieHue

TokeHOM". [1ns 3Toro Heob6xoAMMO NocnenoBaTensHO BbibpaTth “MaHens ynpasneHus”, "Mporpammel 1

KoMnoHeHTb!", "EanHbii KnueHT JaCarta” n HaxaTb KHOMKy "M3MeHuTh". [locne Yyero MCKNYUMTb KOMNOHEHT
"YnpaBneHve TOKEHOM" U3 YCTaHOBNEHHbIX KOMMOHEHTOB:

ﬁ Eannbii Knuent JaCarta Y

LLenkHUTE 3HAHO0K B THMOKE HKBHE, yTobElI M3MEHMTE Ccriocob YCTGHOBKKW KOMNOHEHTA.

= ONKMCaHHe KoMNoHEHTa
= = | EanHEM KnuedT JaCarta
—_ KoMnoHeHT ANA BEINOAHEHWA

‘= - | Munmapalisep PRO OMEPELIAI C SNEKTPOHHBIMK
X | JaCarta SecurLogon KnouaMA JaCarta 4o EXoaa B

I[El | YNpaEneHye ToKeHoM clcTeMY. BrayeHWe NossonaeT

=) JaHHblf KOMNOHERT ByAET YCTAHOBNEH HA NOKANBHEIA XECTKMA JNCK.

=18 J[laHHbIi KOMMNOHEHT W BCE NOAKOMCHEHTEI ByAyT YCTAHOBNEHEI HA NOKANEHBIA MECTKWI ANCK.

JaHHBIA KOMNOHEHT By ET HEROCTYNEH.

AWCKE.

Cnpaeka < Hazan OTtmMeHa

PucyHok 12 - UcknroveHue komMnoHeHma "YnpasneHue mokeHom"
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5. VI3MeHeHune, nucnpasneHne, yganeHme nporpammol

leped ydanerHuem unu obHosneHuem 10 "Edureili KnueHm JaCarta” 0653amensHo ybedumecs 8 moM, 4mo Ha

eawiemM Komneromepe HacmpoeHa xoms 661 00Ha y4emmHas 3anuces, Komopas no3eosigem 8xo0ums ¢

3.0

GOMUHqumeUGHbIMU noJiIHoMo4usMU npu noMowu /1oeuHa u naposisd, mo ecmso 6e3 ucnoabL308aHUS MOKEHO08 U

cmapm-kapm.

5.1 W3mMeHeHwe nporpammbl

M3meHenue MO "Eamnnbii Knuent JaCarta” BkitoyaeT B ce65 M3MEHeHME NepeyHs ero yCTaHOBEHHbIX

KOMMOHEHTOB.

D Onsa usmeHenusa MO "Eaunbiit Knuent JaCarta”:
1. [nga mnameHenus MO "EamHbii Knuent JaCarta” neperigute B MeHto "Tyck — MNMapametpbl — lMNpunoxeHuns —
MpunoxeHns n BOIMOXHOCTK". byaeT oTKpbITO OKHO (PucyHoOK 13):

< Mapamerpsl

Y TnasHas

ﬂpVIﬂO)KGHVIﬂ M BO3MOXHOCTHA

| Havitv napameTtp

Mpunoxerus

MpuaoxeHua n BO3SMOXHOCTH

anllO)KeHMﬂ no yMoauaHuo

iji

i ABTOHOMHbIE KapTbl
[0 Mpunoxenus ana Be6-caiTos

X BocnpowvssejeHue Buaeo

-0

AgTo3arpyska

|

Eantbii Knuenr JaCarta

3.0.0.3180

WsmennTb

80,4 Mb
16.11.2022

Yapanute

PucyHok 13 - MpunoxeHus u 803MOXHOCMU. VI3MEHeHUe npo2pammel

2. B cnucke yctaHoBneHHbIx nporpaMM Bbibepute "EanHbiit Knuent JaCarta” u HaxxmuTe KHOMKY "M3MeHUTB".
OT06pasnTCs OKHO NPUBETCTBUS MacTepa YCTaHOBKM:

ﬁ EanHeli Knvent JaCarta

EnuHbii KnuenT JaCarta

Bac NpHBETCTEYET NPOrPaMMa YCTaHOBKH

Mporpamma yCTaHoERM NPEAOCTEBMT BOSMOMHOCTE MIMEHMTE,
WCMPEBWTE MAK yaaNMTE EAMHLIR KmeHT JaCarta. ina
NPOACITKEHHA HEHMUTE KHONKY «[anee:,

MPELYMPEAAEHWE: AaHHan NporpaMma SalLMILEHE SaKoHaMH
ofi aBTOPCKIX NPEBAX W MEX A YHEPOAHEIMM COTNEWEHMAMM,

OTMeHa
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PucyHok 14 - OKHO npugemcmesus Macmepa ycmaHoeku

3. Haxmure kHonky "[anee”. B nosBuslueMcs okHe "I3mMeHeHue, ncnpasneHue unu yganenme EamHoii Knuext
JaCarta" Bbibepute onuuio "M3MeHUTb":

ﬁl Eanneli Knvent JaCarta

@ HamennTe

W3MEHEHWE YCTaAHABNMBAEMEIX KOMNOHEHTOE EQmHbIi KnweHT JaCarta.
MNoABMTCA AWanoroBoe okHO “BoifiopoyHan ycTaHoBKa", B KOTopoM
MOMHD MEMEHWTE CNOCol ¥CTEHOEKM KOMMOHEHTOE,

() MicnpaenTe

QNEPaELMH MCNPEBENAKTCA OTCYTCTEYVHOWME MNKM NOBDEN ] SHHBIE

ﬁ WcnpasneHie ownbok 8 EQMHEN KnnenT JaCarta, Npu Beifope AaHHDH
$ainsl, APNLIKK M 3anuoM peecTpa.

) ¥panute

@ Yaanenue Eavneit KnueHT JaCarta © koMnbloTepa,

e s

PucyHok 15 - U3meneHue, ucnpasneHue unu yoaneHue 10 "EQuHsbili Knuenm JaCarta”

4. Haxmute kHonky "Oanee”. bynet otobpaxeHo OkHO "BbibopoyHas yctaHoBKa KOMNOHEHTOB 10 "EaMHbINA
KnuenT JaCarta” ong naMeHeHUs nepeyHs yctaHoBneHHbIX kKomnoHeHToB N0 "EamHbii Knuent JaCarta”
(cM. pucyHok 4).

5. BbinonHanTte warn 4-9 npoueanypsl yctaHoBku M0 "EpmHbii Knuent JaCarta” (cM. n. 4.4 "YcTaHoBka
NporpamMmsl C NOMOLLbID MacTepa YCTaHOBKK").

5.2 VcnpasneHune nporpamMmel

McnpasneHve nporpaMMbl No3BonseT 06aBUTb OTCYTCTBYIOLLME UK UCMPABUTbL MOBPEXAeHHble (hanbl,
Apnblku 1 3anucu peectpa MO "EanHbin Knnent JaCarta”.

Mepen 3anyckom npouenypbl ucnpaeneHuns ybegutecs, 4to naket yctaHoBku M0 "EamHbii KnueHT JaCarta”
XPaHUTCS NO TOMY e MyTH, YTO U B XOAE ero yCTaHOBKMU.

D Onsa mcnpasneHusa MO "Eaunbiit Knuent JaCarta”:

1. BbinonHute warn 1, 2 npouenypbl U3MEHeHUa nporpamMMmel (M. n. 5.1 "M3ameHeHune nporpammsl”).

2. B okHe "ameHeHue, ncnpasnenue unu yganexue MO "Epnubii Knuent JaCarta” (cM. pucyHok 15) Boibepute
onuuio "Ucnpasutb”.

3. Haxmure kHonky "[anee". bynet otobpaxeHo okHO "MicnpaBneHue nporpaMmbl”:

AO "AnapamH P.O." 1995—-2023 . PykoBopacteo agMuHucTpatopa ans Windows Crp.25/75



Eaounnbit Knuent JaCarta 3.0

ﬁ Eanneli Knvent JaCarta

ﬁ HamruTe KHonky "WManpaenTs”, 4Tobbl MonpasuTe EamHei KnweHT JaCarta.

<o orens

PucyHok 16 - McnpasneHue npozpammel

4. Haxmute KHonky "Mcnpaeutb”. byaeT BoINnoNHATHCA NOUCK NakeTa yctaHoBkK M0 "EguHbiii KnuenT JaCarta”
Mo TOMY Xe MyTH, YTO U B XOLE ero yCTaHOBKM.

5.3 YpaneHve nporpamMmbl

5.3.1 YpaneHue NporpamMmbl C MOMOLLIbIO MaCTepa yaaneHusa

P Onsa ynaneuus MO "Epunnbiit Knuent JaCarta”:

1. Axtuupyrite MeHto "Tlyck — Annaami P, — Yoanute MO "Egunbint Knnent JaCarta”. Ha akpaHe bynet
oTobpaXeHo CoobLLEHME:

Y¥eranoswwmk Windows

Brl aeficTBMTENEHO X0TMTE YOaNWMTE STOT MPOGYKT?

| Oa i | Het

PucyHok 17 - lNoomeepideHus yoaneHus 10 "Edurbili Knuenma JaCarta”

2. Haxmute KHonky "[1a" B okHe coobuieHus. byneT BbINONHATLCA yaaneHne nporpammsl. [10 OKOHYaHMM Ha
3KpaHe nosiBUTCS cooblueHne C NpeanoXeHneM nepesarpysku KoMnbloTepa:

ﬁ CeefeHNA o nporpaMme yeraHoekn Eguneii Kanent Ja..

A [AnA Toro 94Todbel MsMeHeHMA EqnHent KnwedT JaCarta
BCTYMWAM B CUNY, HeoDX0AMMO NEPE3ErpY3HTE
KOMMetOTER, HapkmuTe <[a*, yTobel coenaTe 3T
cefyac, unn <HeT:, yTobbl BEINONHATE NEPE3arpY3KY
NOZHE BPYHHYIO.

[ ] Her
3

PucyHok 18 - [pednoxeHue nepe3azpy3ku KoMnsomepa

3. Haxmurte kHonky "[1a". byoeT BbINONHATLCA Nepe3arpyska KomnbtoTepa. [1o okoHYaHMe nepesarpysku
npouenypa yaaneHus EanHoro Knuent JaCarta 6yner 3aBeplieHa.

5.3.2 YganeHue nporpamMMbl B PEXMME KOMaHOHOW CTPOKM
> Onsa yaaneHusa MO "EpuHbiit KnueHnt JaCarta” B pexxumMe KOMaHAHOMW CTPOKM:
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BoiauTe B cMcTeMy Nog, y4eTHOM 3anucbio C NpaBamMu agMUHUCTpaTopa.
3aKpoliTe BCE NPUNOXKEHMUS.

3anycTute UHTEpNpeTaTop KOMaHAHOW CTPOKM OT UMEHU afMUHUCTPaTOpa.
BoinonHute komMaHay msiexec B cieayoweM dopMmare:

Sl AN

msiexec /x JaCartaUnifiedClient x.x.xx.xxx win-x86 ru-Ru.msi

roe JaCartaUnifiedClient x.x.xx.xxx win-x86 ru-Ru.msi - uMmg ycraHosBouHoro ¢danna M0
"Eaunbin Knuent JaCarta” ona 32-6utHol nnatdopmsl.
[na 64-6uTHoM nnaTopMbl 3aMeHNUTE 3TO UMSA Ha JaCartaUnifiedClient x.x.xXX.xxx_ win-
x64 ru-Ru.msi. YT06bl BbINONHWUTbL yAANEHKUE B NONYaBTOMAaTUYECKOM PEXMUME, TO eCTb Be3
Heob6X04MMOCTU NOATBEPXKAEHUS AeACTBUI, L0DaBbTE B KOHLLE CTPOKM NapameTp /q.

5. Mocne Toro kak MO "EanHbii Knuent JaCarta” 6ynet yaaneH, nepesarpysute KOMnboTep.
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6. HacTtponKa paboTbl NPOrpaMmmbl 1 YCTPOWCTB

P Ona nactpoiiku MO "Eaunublii Knuent JaCarta”:

1. AkTMBMpYITE NYHKT "HacTporkK" B MEHIO BbICTPOro 3amycka UM HaxMuTe KHOMKy "HacTpoiku” B neBoM
HWXHeM yrny ocHoBHOro okHa M0 "EaunHbin Knuent JaCarta”. bypeT oTKpbITo OKHO "HacTporku™

& Hacrpoiikn X

OCHOBHbIE

?Marl:-oamta OTobpaxaTte 3HauoK EauHoro Knwexra JaCarta B o6nactv yBegoMaeHni
ecurLogon
Nornposaune OTofpaxaTe NpeAynpeXaeHna 06 MCTeKaloLleM CpoKe AeACTBMA cepTUdHKaTa
®opmaTnpoBaHne Otobpaxate NpeaynpexaeHna ob ncTeklem cpoke JeAcTBMA cepTUdMKaTa
O nporpamme
porp BuIBOAWTE YBeAOMAEHME 00 MCTEUEHWK BpEMEHM X3HM PIN-KOAa B AMANOroBOM OKHe

WMmaA LOMEHa ANA CMHXPOHM3aUWK naponei

A3LIK MHTEpGelca Pycckmi v

Cor | onen

PucyHok 19 - OkHo "Hacmpoliku". Bknadka "OcHogHble"

2. [lepenauTe K HY>XHOM BKNaAKe:
—  "OcHoBHble" — COLEePXXUT OCHOBHbIe HAacTpoliku MO "EamHbiii Knuent JaCarta”;
—  "[OuMarHoctnka" - No3BONSET BbINONHUTL MPOBEPKY LLESIOCTHOCTU NPOAYKTA;
—  "SecurLogon" - comepxuT uHdOpMaLmio o nuueHsum SecurLogon;
—  "JlorpoBaHue" - copepXuT HAcTpoiku normpoanus MO "Eanubiii KnuenT JaCarta”;
—  "®opmMaTupoBaHue" - no3BonseT BblbpaTb pexuM paboTel MacTepa hOpMaTUPOBAHUS MO YMONYAHUIO;

—  "O nporpamme” - copepxuT nidopmaumio o Bepcum N0 "Eamubin Knuent JaCarta” u cnocobax cBA3M C TEXHUYECKOM
noaaepXXKOW.

3. BHecuTte HeobxoOMMble U3MEHEHUS B HACTPOMKM U HaxMuTe KHOMKy "OK". MU3mMeHeHns ByayT coxpaHeHbl,
OKHO HacTpoek byaet 3akpbiTo. [1n5 BbIXOAA M3 OKHA HACTPOeK 6e3 coXpaHeHUst BHECEHHbIX M3MEHEH W
HaXXMUTe Ha KHOMKy "OTMeHa".

6.1 Brnagka "OCHOBHbIe"
OnucaHne HacTpoek Ha Bknagke "OCHOBHbIE" NpuBeaeHO B Tabauue 8.
Tabnuua 8 - Bknadka "OcHosHeble". OnucaHue Hacmpoek

Hacrpoiika OnucaHue

[aHHas HacTpolika oTBeyaeT 3a fob6aBneHne B aBTo3arpysky EanHbIin KnueHT
JaCarta

3anyck EK npwu cTapTte cuctembl . .
Llng mozo 4mobsl Hacmpolika cmana docmynHoli 015 pedakmuposaHus

Heobxodumo 3anycmumes EQuHreili Knuenm JaCarta om umeHu
aodMuHucmpamopa

4 Bknapka "SecurLogon” MOXeT OTCYTCTBOBaTb, €C/M He bbln ycTaHoBNeH KoMnoHeHT JaCarta SecurLogon. NMoapobHee 06
YCTAHOBKE KOMMOHEHTA CM. M. 4.4 "YCTaHOBKa NMporpaMmbl C MOMOLLbIO MacTepa YCTaHOBKK"
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OTobpaxatb 3Ha4ok EamMHoro
Knuenta JaCarta B obnactu
yBeAOMIEeHUN

OTobpaxatb npenynpexneHus 06
UCTEKAKLLEM CPOKE AeHCTBUS
cepTudukaTa

OtobpaxaTb npeaynpexaeHus ob
MCTEKLLEM CPOKE AeiCTBMUS
cepTudukaTa

BbiBOAMTL yBEAOMAEHME 06
UCTEYEHUN BPEMEHU XKM3HU
PIN-kopa B AManoroBoM okHe

Mms moMeHa Ang CMHXPOHMU3aLMK
naponei

A3bik MHTEpdENca

Brnagka "[dnarHocTmnKa"

3.0

Onpegensiet, 6yaeT M 0TO6paXKaTbCs 3/1eMEHT ynpaBneHus ﬁ B obnactu
yBeAOoMNEHUN

Onpepenset, 6yneT M oTo6paxaTbCs nNpeaynpexaeH1e 06 UCTeKaoWweM
CPOKe AeWCTBUA cepTUdMKATA, XPaHUMOM B NaMATU NPUNOXKEHNS

Onpegnenser, 6yaeT nm oTobpaxaTbCa npepynpexaeHne 06 ncTeklweM cpoke
[eicTBUsa cepTUdUKaTa, XpaHMMOM B MAMSATU NPUNOKEHUS

Onpepensert, 6yneT 1M oTobpaxaTtbCs yBefoMIeHne 06 UCTeYeHUN BpEMEHH
xu3Hu PIN-kopa B nmanorosom okHe (ons JaCarta PKI)

CopepxuT none gns otobpaxeHns UMeHun noMeHa Windows, B KOTOpOM
3aperncTpuMpoBaHa yyeTHas 3anucb nosb3osatens. [ocne BBoAa MMEHU
[OMEHa CTaHOBMTCS AOCTYMHOM KHOMKa cMeHbl PIN-koaa 1 napons nomeHa.
Onucanune npoueaypbl cMeHbl PIN-kopa 1 napons foMeHa npuBeaeHo B
pasgene 10. CUHXpOHM3aUMs NAapoeit 3NEKTPOHHOIO KoUa U YYETHOM
3anucu gomeHa Windows

Mo3BonseT BbIbpaTh 93bIk MHTepdelica MO "EanHbiin Knuent JaCarta”

OnucaHue HacTpoek Bknagku "AuarHoctuka” (cM. pucyHok 20) npuseneHo B Tabnumue 9.

& Hacrpoiiku

OCHOBHbIE
- [IMarHocTMKa

SecurLogon
NornpoBaHwne
DopMaTUPOBaHHE
O nporpamme

LlenocTHOCTE NpoAyKTa:

([EN0CMHOOMU. HE@XMUMe KHONKy

BbIMOAHWTL

PucyHok 20 - OkHo "Hacmpotiku". Bknadka "[uaeHocmuka”

Tabnuua 9 - Bknadka "uazHocmuka’. OnucaHue Hacmpoek

Hacrpoiika

BbinonHUTH

PykoBopacteo agMuHucTpatopa ans Windows

OnucaHue

BbinonHsetca npoeepka wenoctHoctu MO "EamHbii KnueHT JaCarta” ¢
nocnenyrowmm oTobpaxeHMeM pe3ynbTaToB NMPOBEPKM (CM. pUCYHOK 21)
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& Hacrpoiiku *

® MNpoBepKa UeNOCTHOCTA NPOLAA YCNeWHo

PucyHok 21 - CoobujeHue o pe3ynbmame nposepku UesocmHocmu

6.3 Bknapgka "SecurLogon"

Ecnm B xope yctaHoBku MO "EomHbii Knuent JaCarta” 6bin yctaHoBneH KoMMNoHeHT SecurLogon, To BKkiagka
"SecurLogon” 6ynet otobpaxeHa B okHe "HacTpoiku” (cM. pucyHok 22). OnmcaHue HacTpoek BKIaAKM
npveeneHo B Tabauue 10.

gé’ Hacrpoiikn =
OcHOBHBIE JlaHHbie nMueHsKMK SecurLogon:

| lnarHocTrka Cratyc JTMUEH3MA AeAcTBUTeNbHA

P—— 3a : 3112.2022

TNlormposarine KaHuMBaeTcA: 31.
®opMaTUpOBaHKe Oprannzaums:

O nporpamme

YcTaHoBWUTL AMLEH3MIo SecurLogon...
o o

PucyHok 22 - OkHo "Hacmpotiku". Bknadka "SecurLogon”
U MoppobHee npo paboty ¢ npoayktom JaCarta SecurLogon cm. nokymeHT "JaCarta SecurLogon. PykoBoacTso

agMUHUCTpaTopa”.

Tabnuya 10 - Bknadka "SecurLogon”. OnucaHue Hacmpoek

Hacrpoiika OnucaHue

OTKpbIBAET AMANOroBoe OKHO A/t Bbibopa 1 ycTaHoBKM daiina nuueHsum MO
YctaHoBuTb ninueH3nto SecurLogon JaCarta SecurLogon ¢ nocneayowmm oTobpaxeHneM MHPOpMaLMK o CTaTyce
JIMLEH3UK

6.4 Brnagka "NoruposaHue"

Bo Bknagke "JlormpoBaHue" onpenensitoTcs HacTporku nornpoBanus MO "EguHbiin KnueHT JaCarta” n EanHom
6unbnmnotekn PKCS #11. OnucaHue okHa "HacTponku" Ha Bknaake "JlormpoBaHue" (CM. pUCYHOK 23) NnpuBeLeHO B
Tabnuue 11.

BHumanue! [TodpobHee 06 u3MeHeHUU HACMPOeK 102UPo8aHUS Yepe3 pedakmop peecmpa cM. 00KyMmeHm "EQUHbIL
Knuenm JaCarta. Mncmpykyus no cbopy duazHocmuyeckol uHgopmayuu”
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[odpobHbie ceedeHus 0 8KAYEHUU U HACMPOUKAX 102Up0BAHUS MAK Xe U3/104eHbl 8 6a3e 3HaHUU:
http.//kbp.aladdin-rd.ru/index.php?View=entry&EntrylD=95

g@ Hacrpoiikm

QOCHOBHEIR
AwnarHocTuka
SecurLogon
dopmaTUpoBaHne
O nporpamme

EAWHBIA KanenT JaCarta

YpoBeHE AeTanu3aumn

MyTb K daidny

|B|=||<.n.

| C\Users\snaumov\Desktop\EK123.log

EauHan Gubnaunotexka PKCS #11

YpOBeHE JeTanu3iaumm

MyTb K dainy

|B|=||<.r|.

| C\Users\snaumov\Desktop\EB123.log

O CoxpaHATe coBuITMA EgMHoro KanenTa JaCarta B xypHane coBeiTmid Windows

PucyHok 23 - OkHo "Hacmpoliku". Bknadka "JloeuposaHue”

Tabnuya 11 - Bknadka "Jloeuposarue”. OnucaHue Hacmpoek

Hacrpoiika

CermeHT "EanHbii Knuent JaCarta”

CermeHT "EamHag 6ubnuorteka
PKCS #11"

®naxok "CoxpaHsaTb cObbITUSA
Ennnoro Knunenta JaCarta B
XypHane cobbitnii Windows"

OnucaHue

3apaet HacTponku nornpoBanus MO "EamnHbii Knuent JaCarta”:

e "YpoBeHb geTanusauuun” - ang soibopa onumii: BoiknoueH /
CraHaapTHbIV / PaclumMpeHHbIi.

e Tlone "MyTb K danny" - ans otobpaxkeHus Nytv K darnny c noramu.

e KHonka "0630p" - ang ykasaHusa MecTa pacnonoxeHnus daina ¢

noramu

3apaeT HacTpoliku norupoBarus EanHon 6ubnunotekm PKCS #11:

e "YpoBeHb geTanusauuun” - ang soibopa onumii: BeiknoueH /
CraHgapTHbIV / PaclumMpeHHbIi.

e [lone "MyTb Kk darny” - ana otobpaxeHus nNyTu K dainy c noramm.

e  KHonka "0630p" - ang ykasaHusa MecTa pacnonoxeHnus darina ¢

noramm

Mocne ycTaHoBKM dnaxka, B XypHan cobbituint Windows (Event Viewer) 6yoyT
3anucaHbl cnepytolme cobbitust EauHoro KnuenTa JaCarta:

e 3anyck u 3aBeplieHune pabotsl M0 "EanHbiii KnuenT JaCarta”;

o MopknoyeHne U OTKNHYEHWE TOKEHA UK CMapT-KapTbl,

e YcnewHas unv HeycrnewHas ayTeHTUDUKALMS B NPUNOXKEHME;

e  YcnewHas uimn HeycnewHas cMeHa PIN-koga nonb3oBatens u
aIMMHUCTPATOPa;

e  (DopMaTMpOBaHME NPUNOXKEHUS;

e  Pa3bnokupoBka TokeHa.

[ns aktuBauum dnaxka Heobxoammo 3anycTutb EanHbiii KnuenTt JaCarta c
npaBaMu agMUHUCTPATOPa. 3anucaHHble cobbiTUs ByayT 0TOBpaXKeHbl B
pasgene "XypHanbl Windows -> [punoxeHus" onepaunoHHON CUCTEMBI.
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6.5 Brknagka "®opmatuposaHue"

Bo Bknagke "®opmatuMpoBaHue” onpenensercs pexum pabotbl MacTepa GopMaTUPOBAHUS MPUNOXKEHUI, KOTOPbIV
6yneT UCnosib30BaTbCs MO YMOAYAHMIO.

& Hacrpoiiku *

OCHOBHBEIE Beifepume pexun patomel MOCMERD POPMOMUDOedHLUA NPLIoXERUL, Komopeil Bydem

[AnarHocTvka UENOAE308AMECA N0 YMONSGHUK
SecurLogon ® PacliMpeHHBIA.

NorupoBakne DOPMATUPOBaTL NPUAOKEHWE NOAPOBHO 33A3aHHEIMW NapamMeTPaMM.
®opmaTvpoBaHue _

O nporpamme O CrangapTHeIA.

DOopMaTUPOBATE NPUACKEHWE MapaMeTpaMiK Mo YMOAYaHKIO.

O CBpPOCHTL HACTPOMKY.
[na Beibopa pexyrma opMaTMpPOBaHMA NPWACKEHWA NPK KaXA0M 3anycKe macTepa.

PucyHok 24 - OkHo "Hacmpoliiku". Bknadka "®@opmamuposarue”
OnucaHue okHa "Hactpoikun” Ha Bknagke "®opmaTtnpoBaHue” (cM. PucyHok 24) npuseneHo B Tabnuue 12.

Tabnuya 12 - Bknadka "®opmamupogarue”. OnucaHue Hacmpoek

HacTpoiika Onucanune

Mo YMON4aHNKO 6y,EI,ET MCNoNb30BaTbCA paCIJJVIpeHHbIﬁ PEXUM

PaclwmpeHHbIi .
dbopMaTUpoBaHus, NO3BONAILWMI 33A4aTb NapaMeTpbl GOpMaTUPOBaHUS

Mo yMonuaHuto 6yAeT MCNoNb30BaTbCS CTAHAAPTHbINA PEXUM

CTaHoapTHbIM
(bopMaTHpOBaHUS NapaMeTpamm Mo YyMOMYAHUID

Mpu BbIGOPE ONUMK pexXMM HOPMaTUPOBaHMS BYAET ONpeaensaTbCs Npu

C6bpocuTb HaCTpOKKY
KaX\AoM 3anycke mMactepa GopMaTUpoBaHus

6.6 W3MeHeHue pexunma paboTbl cMapT-KapT pugepos JCR

[na mopenei cMapT-kapT puaepos JCR BOCTYNHO M3MeHEeHWe pexnMa paboTbl 4N ynyyleHns 6bICTpoaenCTBuUS.
Bo3smoxeH BbIBOp Mexay CTaHAAPTHBIM PeXMMOM paboTbl CMapT-KapT pUAepa, NOMHOCTbI COOTBETCTBYHLLMM
ctanzapty 1ISO 7816-3 1 yCKOPEHHbIM PEXMMOM, COAEPXKALLMM M3MEHEHHbIe NapaMeTpbl cTaHaapTa I1SO 7816-3 u
obecneynBaloLLMM MOBbILIEHHYH NPOM3BOAMUTENbHOCTL CMApPT-KapT puaepa.

P Ona nsmeHeHUs pexuma paboThbi:

1. MopcoenmHuTb cMapT-KapT puaep JCR k koMnbloTepy.

2. BcraButb cMapT-kapTy B cMapT-KapT puaep JCR v 3anyctutb N0 "EpmHbii Knuent JaCarta.

3. BblbpaTb HyXXHYO CMapT-KapTy B neBow naHenu okHa MO "EamHbii Knuent JaCarta” n nepeitu B
pacLIMPEHHbIN PEXMM.
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4. Bo Bknagke "MHdboOpMaums 0 TOKeHe" BbI3BaTb KOHTEKCTHOE MEHIO U BbIBpaTb XXenaembli pexxuMm (no
YMONYaHUIO BbIOpaH CTaHAapTHbIN) (cM. PucyHok 25).

& Egunbii Knven JaCarta — O e
EauvHbin KnueHT JaCarta Ana“,a,ﬂnu)

JCR721

Ivanowv

J WHpopmMauna o TokeHe | PKI | rOCTl SecurLogon |

L3

JCRT21 WHpopmMauna o cunThiBaTene

HazeaHne Aladdin R.D. JCR 2

Homep mogenn JCR721-0AWEP

CepWiHbIA HoMep TBA20DCS

UID MUKpOKOHTpOANepa 46534E45002C101028D1004D0000C3AT
Bepcna MeHeXepa NPUAoXKeHA 00.07.01.04

[lata npownssoacTea 2022-11-30

WHpopMauna o ToKeHe
Hazeaune

Homep moaenn
CepHidHLIA Homep v CTaHAapTHbIA
MonHLIi cepuiiHLIi Homep TAEA3002323745331 YcKopeHHbiii
06wan namaTeL 80 KGant

CeobogHana NaMATe 18 KbanT {22?6}

[lata nponsBoacTea 10-10-2022

WHpopmauna o npuaoxernn PKI

AnnaeT Laser

Wma JCRT21

CeobogHan NamMATk 18598 BaulTt

PIN-Koa YcTaHoBneH

[AnvHa PIN-koga [4..16]

Makc. KoanuecTBo NonuiToK BBoaa PIN-koaa 15

Ocranock noneiTok Beofa PIN-koaa 15

AnvHa PIN-Kofa aaMUHWCTpaTopa [4..16]

Makc. KOANUecTEO NONbITOK BEOAA
PIN-koaa agmMUHMCTpaTopa
Ocranock NONLITOK BEOAA
PIN-koaa agMWUHWCTpaTopa
Cnocob ayTeHTUdUKaLIMK PIN-koq,

KonupoBaTk Bce MapameTphsl l

PucyHok 25 - Bknadka "MIHgpopmayus o mokeHe". KoHmekcmHoe MeHio 8bibopa pexcuma pabomsi pudepa

5. byget otobpaxeHo nHbopMaLmMoHHOe coobLieHne 0 He0BXOAUMMOCTH NEPENOAKIYUTL CMApPT-KapT puaep
LNS U3MEHEHUS pexuma paboTbl.

£ Brumanue! X

+/ TepenogkniounTe puaep AnA NPUMEHEHUA HACTPOEK

PucyHok 26 - MH®opmayuoHHoe coobuieHue o nepenodkiodeHuu pudepa

BHumaHue! Bo u3bexaHue 803HUKHOBEHUS HenpedsuUdeHHbIX owubok pabomocnocobHocmu, He0bxo0UMo
0653amensHO nepenodkaYums cMapm-kapm pudep e USB-nopm komnstomepa

6. Haxatb kHonky "OK" gng 3akpbiTvs coobLweHus.

6.7  VI3MeHeHue Tuna 6MOMETPUHECKON CUCTEMBI CMApPT-KapT puaepa

[na buomeTtpmnyeckoro cmapT-kapT puaepa Aladdin SecurBIO Reader ocTynHO 3MeHeHWe Tuna
H61OMeTPUYECKON CUCTEMBI 415 NOBBILLEHUS BEPOSTHOCTM CO34aHUS GuomeTpuyeckoro wabnoHa. BoamoxeH
BbIOOP MeXAay CTaHAAPTHBIM TUMOM GUMOMETPUYECKOM CUCTEMBI CMApPT-KapT puaepa U YNpOLLEHHbBIM PEXUMOM.

UameHames mun buomempuyeckoli cucmemsl cMapm-kapm pudepa Aladdin SecurBIO Reader cnedyem moasko npu
HEOOHOKPAmMHOM 3ampyOHEHUU npu co30aHuu buoMempu4yeckoz0 wWabaoHa

P Ona usmeHeHus pexuma pa6oThi:

1. MMoacoenmHuTb BMoMeTpuyecknii cMapT-kapT puaep Aladdin SecurBIO Reader k komnbloTepy.
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2. BcraBuTtb NnepcoHanbHyto CMapT-KapTy B buoMeTpuueckuini cMapT-kapt pugep Aladdin SecurBIO Reader n
3anyctuTb M0 "Eamubii Knuent JaCarta”.

3. BblbpaTb HYXHYI cMapT-KapTy B neBow naHenu okHa N0 "EpuHbiit Knuent JaCarta” u nepentu B
pacLUUPEHHbIN PEXUM.

4. Bo Bknagke "MHbopMauus 0 TOKeHe" Bbl3BaTb KOHTEKCTHOE MEHIO M BbIOpaTh XenaeMmblii pexxum paboTbl
H6MOMETPUYECKOM CUCTEMBI (MO YMONYAHUIO BbIOpaH CTaHAAPTHbIN pexum) (cMm. PucyHok 25).

é) Eauneiii Knwent JaCarta — [} x
EauHbin KnueHT JaCarta Aﬂa“nnnﬂ)
BIO
WHpopmaumna o cunTeiBaTENE i
HazpaHne Aladdin R.D. JCR SecurBio 1
Homep mogenn JCR761-0ABRP
CepWiiHbIA HoMep 70291327
UID muKkpokoHTpoAnepa 51494E45000D80085B9100270000CDEBF
Bepcua MeHemepa NpuaoxeHnia 00.06.01.0C
[llata npounzeoacTea 2022-09-30
WHpopmauma o ToKeHe
Hazeanne JaCarta PKI/BIO
Homep mogenn LE202100 12 0.
CepwiiHbliA Homep ASFAANRE
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PucyHok 27 - Bknadka "MIHgopmayus o mokere". KoHmexkcmHoe MeHio 8bi6opa pexcuma pabomesi pudepa

5. byneT oTo6pakeHo MHPOPMALMOHHOE COOBLLEHME O HEOOXOAMMOCTU NEPENOAK/IOUYUTL CMAPT-KapT puaep
LS U3MEHEHMS TUNA BUOMETPUYECKON CUCTEMBI.

2 Brumanme! *

+  TlepenogkniounTe puaep AnA NPUMEHEHUA HACTPOeK

PucyHok 28 - MH®opmayuoHHoe coobuieHue o nepenodkiodeHuu pudepa

BHumarue! Bo u3bexaHue 803HUKHOBEHUS HenpedsUdeHHbIX owubok pabomocnocobHocmu, He0bxo0UMo
0653amensHO nepenodkaYUmMs cMapm-kapm pudep 8 USB-nopm npu usmeHeHuUU muna 6uomempuyeckol
cucmemel

6. Haxartb kHonky "OK" gng 3akpbiTvs coobLeHus.
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7. ©OopMaTUPOBaHME 31EKTPOHHbBIX K/H0Yen

(j Bo BpeMs dpopmaTUMpoBaHUs 3a4al0TCst OCHOBHbIE NapaMeTpbl paboTbl 3NEKTPOHHBIX Ktodei. Mocne npouecca
(opMaTUPOBaHUS INEKTPOHHbIN K/HOY CleayeT nepenaTb KOHEYHOMY MOJb30BATENHO.

7.1  ®opmatupoBaHue npunoxeHna PKI ¢ annnetom PRO

/] B npouecce dopmatnposanus npunoxerusa PKI c annnetom PRO 3agatotca HoBble PIN-kog agMUMHUCTpaTOpa m
PIN-kop, nonb3oBaTens C BO3MOXHOCTbIO YKA3aHUS AN HUX HAaCTpoek KavecTea. [laHHble nonb3oBaTens,
XpaHsLWmMecs B NaMaTu NpunoxeHus (ceptudukatsl u knoum), ByayT yaoaneHsl.

P Ona noAroTOBKM 3NEeKTPOHHOFO KNloya K paboTe:

1. 3anyctute MO "Eamubii Knuent JaCarta” 1 nepekntounTech B pacLUMPEHHbINA PEXKM.

2. TopcoeamHUTE 3NEKTPOHHbIN K04 K KOMMboTepy. Ecv BCTaBneH OAMH KoY, TO ero HaCTPOMKM B
LLeHTpasibHOW 4aCTW OKHa ByaeT oTob6pakeHbl N0 yMon4YaHuio. B ciyyae npucoeanHeHUs HECKONbKMX
3NEKTPOHHbIX K/toYei, Heo6x0AMMO BbIGpaTh OAMH TOKEH U NMEPENTU K €ro HaCTpOoMKaM.

3. Tepentn Ha Bknaaky "PKI", ecnm oHa He ByaeT BbiIbpaHa aBTOMaTUYECKM.

Qu‘:cphlampcaan...
4. HaxaTb kHoMKy "MopmMaTtupoBatb” - L= byaeT oTKpbITO OKHO "Mactep dopmaTUpOoBaHUA

npunoxexus PKI".

& MacTep dopmatuposanna npuaoxedna PEI X

O6A3aTeNbHLIE NapaMeTphl
3apaiiTe MMA NPUNOXKEHUA HA TOKEHe

Vima npraoxeHna

JaCarta

Hanee > QOTmeHa

PucyHok 29 - Macmep ¢popmamuposaHrus npunoxeHus PKI. O6s3amensHsle napamempsl

5. B mactepe dopmatuposanus npunoxenus PKI Hy)kKHO 3apaTb UMS NpUnoXKeHus.
6. bBynet oTKpbITO OKHO HacTporikm napameTtpos PIN-koaa.
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3.0

& MacTep dopmaTrpoeadna npunoxedna PEI

DOpPMaTHPOBaHWE NPUACHKEHWA
3aaaiTe napameTpel

PIM-k0A Nnons30BaTENA

Makc. konuyecTeo noneiTok PIN-koga 10

A
Y

|:| Monb3cBaTens Aom#eH cMeHWTE PIN-Ko4 npy nepeoM MCNOAL3OBAHKMK

[ PIN-Ko4 agMWHWCTpaTopa

TR T T T

PIN-k08 agMMHWCTRATORA Q0000000

Makc. konMuecTeo NnoneiTok PIN-koaa (10

o

|:| MaMeHnTE KNoJ fopMaTUpoBaHnA

PucyHok 30 - Macmep ¢opmamuposarus npunoxerus PKIl. @opmamuposaHue npunoxeHus. YkazaHue napamempos

7. Tlpou3BecTM HaCTPOMKM NapaMeTpoB, PYKOBOACTBYSACh ONMCaHMEM B Tabnmue 13.

Tabnuya 13 - GopmamuposaHue npunoxeHus. PacuupeHHsle napamempsl popMamuposaHus mokeHa

CeKuus Mone

PIN-kon,
rnonb3oBaTens

Makc. konmyecTBo nonbiTok PIN-koga

Monb3oBaTenb aomkeH cMeHuTb PIN-koa,
npv NepBOM UCMNOMb30BAHWUMU

PIN-kon,
aflMMHUCTpaTopa

PIN-koA agMuHUCTpaTOpa

Makc. KonmyectBo nonbiTok PIN-koga

AO "AnapaunH P.0." 1995-2023 r.

Onucanue

MakcuManbHOe KOJIMYEeCTBO HEBEPHbIX
nocnenoBaTenbHbIX NonbIToK BBoaa PIN-kona
No/b30BaTENS, NOC/IE KOTOPOro BO3MOXHOCTb
ncnonb3oBaHus PIN-koga nonb3osatens byaer
3a6710KkMpoBaHa

Ecnu dnaxok ycTaHOBNEH, N0/b30BaTESb AOKEH
6ynet cMeHutb PIN-koa nonb3oBaTens npu
NnepBOM UCNONb30BAHUM 3EKTPOHHOMO KAto4a. B
NPOTUBHOM CJ/Ty4ae OH HE CMOXET MPOAOIKUTD
paboTy C 3TUM 3N1EKTPOHHBIM KIHHYOM

Beectu 3HaueHune PIN-koaa agMUHKUCTpaTopa
(none akTMBHO NpU YCTAHOBNIEHHOM (haxKe
"PIN-Kon, agMuHUCTpaTopa”)

MakcuMManbHoe KoNMYecTBO HEBEPHbIX
nocnenoBaTesbHbIX NonbiToK BBoAA PIN-koza
aAMUHWUCTPATOPa, NOC/IE KOTOPOro BO3MOXHOCTb
ncnonb3oBaHus PIN-koga agMuHucTpaTopa bynet
3abnokupoBaHa

PykoBopacteo agMuHucTpatopa ans Windows
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Cekums Mone OnucaHue
N3MeHnTb Kntoy Ecnu dnaxok ycTaHOBNEH, TO NMPU HAXaTHUK
dbopmaTnpoBaHus KHOMKkKM "Nanee” 6yneT OTKPbITO OKHO A5

YCTaHOBKM 3HAYEHMS K/Itoua GOpMaTUPOBaHMUS

8. Ecnm 6bin yctaHoBNEH Gnaxok "MI3MeHUTb Ktod GopMaTUPOBaHUL", OKHO NPUMET BWUA, NPUBEAEHHDbIN Ha
pucyHke Huxke (PucyHok 31).

& MacTep dopmatmpoeaHna npunoxeHna PKI *

QOpPMATUPOBAHWE NMPUNOKEHWUA
YCTaHOBMTE KU GOpMaTUPOBaHWA U W3IMEHWUTE ero, ecin 3To HeobxoanMo

Knwou dopMmaTUpoBaHnA

@ HMcnone30BaTh 3IHAUEBHWA KNKOYA {I}DPMETHPDBEHH:H no YMonyaHWw

(O Wenonb3oBaTh yKazaHHEIA KAKOY GOPMATUPOBAHNA

[ W3MeHWTBb KIKY HOPMaTUPOBAHKMA

Mo ymonyaHn

CnyJyarnHeIA

O0®@

3TO 3IHAYEHWE | |

PucyHok 31 - Macmep ¢popmamuposaHus npunoxceHus PKI. YcmaHoska knw4a popmamuposaHus

9. BbInonHUTb HacTporiky. OnMcaHMe AONOHUTENbHbIX HACTpoek Ha Bknaake "MonuTtuka PIN-koga" npueeneHo
Hwxe (Tabnuua 14).

Tabnuya 14 - Macmep popmamuposarus npunoxerus PKI. YcmaHoska kar4a ¢opmamuposaHus

Cekuus Mone OnucaHue
Mcnonb3oBaTb 3HAYEHUS KKOYa Ecnu onumsa BbiGpaHa, 6yaeT MCNob30BaThCs
$hopMaTMPOBaAHMS MO YMONYAHUIO KoY hopMaTUpOBaHKS MO YMONYAHMUIO
Kntou
dbopmaTupoBaHus Ecnn onuus BbibpaHa, BO3MOXEH BBOA,

Mcnonb30oBaTh YKa3aHHbIN K4

BbIGpPaHHOro Ko4a GopMaTMpOBaHUS B
dbopmaTMpoBaHms

COOTBETCTBYHOLWEE None

Onuus cTaHOBUTCS AOCTYNHA €C/n BbIbpaH
Pnaxok "M3MeHnTb KoYy GopMaTMpoBaHua”.
YcTaHaBnmBaeT ko4 GopMaTUpOBaHUS NO
YMOMYaHUIO

Mo ymonuaHuto
N3MeHUTb Kntou

dbopmaTupoBaHus

N3meHeHMe kntoyYa GopMaTMPOBaHUA Ha

CnyyanHbIi B
Cny4anHoe 3HauyeHne ona npenorspaleHud
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CeKkuus Mone Onucanune

nocnenymLero AocTyna K GyHKLum
(hopMaTMPOBaHWS 3NEKTPOHHOTO Kitoua

JTO 3HaYeHue YkasbiBaeTcs HOBbIW ko4 GOpMaTUPOBaHUSA

I'Io,u,TBep>K,u.eHme HOBOTIO KNko4va

NoaTaepxnenue dopMaTnpoBaHus

10. Haxatb kHonky "lanee". OTkpoeTcs okHO HacTporikm KavyectBa PIN-kopa (PucyHok 32). MNpwu ycTaHoBKe B
TEKyLWeM OKHe gnaxka "BKNounTb paclumpeHHble HAacTporiku kavectsa PIN-koga", npy HaxkaTum KHOMKK
"Nanee” 6yfeT OTKPLITO OKHO YCTAaHOBKM paclUMpeHHbIX HacTpoek kavectea PIN-koaa (PucyHok 33).

I Hacmpoliku Ha 0aHHoU 8knadke omHocamcss monbko K PIN-kody nons3oeamens.

® MacTtep dopmaTipoeaHna npunoxenna PKI >

PopMaTUpOoBaHWe NPUACKEHNA
YcraHoewuTe HacTporkM kauectea PIN-koaa

MuH. aavHa PIM-koaa |5 # |
MuH. cpok geicTema PIN-koaa |0 # |
Makc. cpok geifctena PIN-koaa |0 # |
MpeaynpexaeHne ob ncteueHnn PIN-Koda (oHei) |0 ¢ |
Wcropua PIN-koga | 6 # |

[0 Braounts pacwmpentbie HacTpoiikn kauectea PIN-koaa

PucyHok 32 - @opmamuposarue npunoxeHus PKI. Hacmpoliku kayecmsa PIN-koda
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& Mactep dopmaTipoBaHMA NPUACHKEHNA
# Macrep dop p p PKI >

MopMaTUpoBaHWe NPUACHKEHUA
YcTaHOBWTE pacliMpeHHble HacTpokK kayecTsa PIN-koaa

YucnoBsle CMMBONALI ‘He BaMHO Y |
CHMBOALI BEPXHEND perncrpa ‘He BAMHO ‘l'|
CHMBOMBI HUXKHETO pErncTpa ‘He BaMHO !'|
CnewransHbele CMMBONBI ‘He BaMHO v |
MakcimMyM NocnefoBaTensHo NoBTOPAKLWWXCA CHMBONOEB ‘ 255 ;

PucyHok 33 - PacwupeHHble napamempel popmMamuposaHus mokeHa. PacwupeHHslie Hacmpoliku kayecmea PIN-koda

11. BbinonHuTb HacTporiky. OnucaHue AONOAHUTENbHbIX HAaCTpoeK Ha Bknagke "Monutuka PIN-kopa" npuseneHo
Tabnuue 15.

Tabnuua 15 -PacwupeHHsle napamempel popmamupogarus mokeHa. lonumuka PIN-kooa

Cekums Mone Onucaxume

MUWHUManbHOe KONMYeCTBO CUMBOIOB, KOTOpble

MuH. annHa PIN-kopa
A A MOXHO ucnonb3osaTb B PIN-koge

MUWHUManbHBIV CPOK (B AHSX), B TeUeHue
MuH. cpok gencteus PIN-koaa KOTOPOro MOXHO 1cnonb3osatb PIN-kog,
nosnb3osaTens

MakcuManbHbIi CpoK (B AHAX), B TeYEHUe

Makc. cpok percteus PIN-kopa KOTOPOro MOXHO 1crnonb3osatb PIN-kog,
533OBb|e nonb30BaTeng
nonutukun PIN-
3a CKOJIbKO AHEeN A0 OKOHYaHWUS CpoKa AeNCTBUA
KoAaa MpepynpexaeHne 06 ncteyeHuu Aanen A poka A

PIN-koaa nonb3oBaTens asToMatuyecku Gyaet

NnoJib30BaTenNs - Y
PIN KoAa (,EI,HEM) oTnpasneHo COOTBETCTBYOLLEE YBEAOMNEHUE

Yucno ncnonbsosaswmxcs paHee PIN-kopos
nosib30BaTeNs, KOTOPbIE HEeMlb34 MCNO/b30BaTb
npu HasHaveHun Hosoro PIN-koaa nonb3oBatens.

MUctopus PIN-koza Hanpumep, ecnu ycTaHoBNEHO 3HaueHune "3",
HEeBO3MOXHO ByaeT HasHaumTb PIN-kop
nosib30BaTeNs, COBNAAAIOLWMI C OJHUM U3 TPEX
paHee UCNoNb30BAHHbIX

BknrouuTb YcTtaHoBka dnaxka NO3BONSET BbIMOAHWUTb TOHKYHO

paclWupeHHble HaCTPOUKY KayecTBa PIN-konoB nonb3oBartens
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CeKkuus Mone

HaCTpoWmka
kavectBa PIN-

Kopa
Yucnosble cMMBObI

CuMMBONbI BEpXHEro perncrpa

CMMBONbI HUXKHETO perncrpa

CneumnanbHble CMMBOJIbI

MaKCVIMyM nocnenoBaTesibHO
NOBTOPAKOLWUXCA CUMBONIOB

Onucanune
Bbinapaowmii CNMCOK COAEPXKUT BapUaHTbl
ucnonb3osaHusa umdp B PIN-kozne nonboBatens:
. He BaxxHO
e  3anpelleHo
e  (Ob6gaszatenbHo
Bbinaparowmii CNMCOK COAEPXKUT BapUaHTbl

MCNoNb30BaHUs andaBUTHbIX CHMBOIOB BEPXHErO
peructpa B PIN-kofe nonb3oBatens:

e He BaxHo
e  3anpeleHo
e 0O6s3artenbHoO
Bbinapatowmii CNMCOK COAEPXKUT BapUaHTbI

MCMONb30BaHMA andaBUTHBIX CUMBOJIOB HUXKHETO
pernctpa B PIN-koae nonb3osatens:

e He BaxHo
e  3anpeleHo
e 0O6s3artenbHo
Bbinapgatowmii CNMCOK COAEPXUT BapUaHTbI

MCNO/Ib30BaHMA CneunanbHbix cumeosioB B PIN-
Kofie nosib3oBaTens:

e  He BaxHO

e  3anpeleHo

e  (O6g3atenbHO
Mcnonb3oBaHue MayLwmMx Noapsa OAMHAKOBbIX
cumBosioB. CNMCOK cofepXXuT none ¢

BO3MOXXHOCTbIO BblIOOpa 3HaYeHUs 13 AMana3oHa
ot 0 po 255

3.0

12. Haxatb kHonky "[anee". byaet oTkpbITo OKHO 4519 Bbibopa Hosoro PIN-koaa nonb3osatens (PucyHok 34).
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7.2

7.2.1

& MacTep fopmaTupoeaHna nprunoexedna PE *
©opMaTMpoBaHKeE NPUACKEHNA
3aganTe PIN-kom nonk3oBaTenA

Hoeblid PIN-Ko4 nonk3oBaTena

MoareepanTte PIN-koa nonszoBatens

PucyHok 34 - @opmamuposaHrue npunoxerus PKI. YkasaHue PIN-koda nons3o8amens

13. Heobxoaumo ykasaTb HoBbIM PIN-kon nonb3oBatens, NoATBEPAUTb €ro NOBTOPHbLIM BBOAOM M HAXaTb KHOMKY
"Nanee”. byneT OTKPbITO OKHO NOATBEPXAEHMS YCTAHOB/EHHbIX B Npouecce GopMaTMPOBAHUS HACTpPOEK.

14. Haxatb kHonky "MMoaTBepamnTb”. HauHETcs npouecc dopmaTtnpoBanus. Mpu ycnewHoM npouecce
dbopMaTMpOBaHMs 0TOOPa3UTCS COOTBETCTBYIOLEE COODOLLEHME — HAXMUTE "3aBepwmnTb” ANs 3aKpbITUS
MacTepa GopMaTUPOBAHUS.

®opmMaTtuposaHue npunoxeHna PKI ¢ annnetom Laser

B npouecce dopmatupoBanus npunoxenus PKI 3apatotcs HoBble 3HaueHus PIN-koga agmMuHucTpatopa 1 PIN-
KOAa MoJib30BaTeNs C BO3MOXHOCTbIO YKa3aHWs AN HUX HAacTpoek KayecTBa. [laHHble Nnosib30BaTens, XpaHsimecs
B MaMATU NPUNIOKEHUS (CEPTUDUKATbI U KNHOUK), ByayT yaaneHbl B xoae GopMaTMpOBaHUS.

HacTtpornku ¢opmMaTnpoBaHuA

[na nogrotoBku 31IEKTPOHHOIO KNK4a K pa60Te Heo6X0AMMO BbIMONHUTD caiepywume nencreums.

1. 3anyctutb MO "EauHbin KnueHnT JaCarta” u nepeitn B paCLUMPEHHbI PEXUM.

2. [loacoenmHUTb 3NeKTPOHHbIV KNOY K KOMNbIOTEPY, BbiOpaTh ero B nesoi naHenu nHtepderica MO "EamHbii
KnuenTt JaCarta” 1 B LeHTpanbHOM YacTi OkHa BbibepuTe BKnaaky "PKI".

3. Haxatb kHoMNKy "@opmaTupoBaTth”. byaet oTkpbITo OkHO "MacTep dopMaTupoBaHus npunoxenus PKI".
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& Mactep popmatnposanma npunoxerus PKI et
Kauecteo PIN-k0A3 ajMHUHUCTpaTOPA

YcTaHOBWTE HAcTpoMKK KauecTea PIN-koaa agMUHWUCTpaTopa

D Pazpewmnts DE_’-SHOKHPOBKY € MCNONL30BaHWEM MEXaHW3IMA 3anpoc-OTBET

Ba3o0BbIe HACTPOMKK

MuH. annHa PIN-koaa ‘4 ¢ |
Makc. an1Ha PIM-kona ‘10 # |
PaclMpeHHble HACTPOWKK
MWH. KONMUEcTED LMPPOBLIX CUMBOOE | 0 ¢
MWH. KoNMuecTBo BYKEEHHBIX CMMBONOB | 0 ¢
MWH. KOAMUECTBO CMMEONCE HUKHETO perucrpa | 0 ¢
MWH. KOAMUYECTBO CMMBONOE BEPXHEro perncrpa | 0 ¢
MWH. KOAMYecTBO Crel. CMMBOAOE | 0 ¢ |
Makc. KOAMYecTBD NOBTOPAKLWWXCA CAMBONOB | 10 ; |

HAanee > OTmeHa

PucyHok 35 - Macmep gpopmamuposarue npunoxerus PKIl. Hacmpolika kavecmea PIN-koda admuHucmpamopa

4. BbInonHMTb HacTpoiky. OnMcaHmne napaMeTpoB HAaCcTPoKKkM KavectBa PIN-koga agMMHKUCTpaTopa NpuBeAEHO
B Tabnuue 16.

Tabnuya 16 - Mapamempsl Hacmpoliku kayecmea PIN-koda adMuHucmpamopa

Cekuus Hacrpoiika OnucaHue
Paspewns Mpu ycTaHoBKe dnaxka nocne GopMaTUpOBaHUS NOSBASETCS
BO3MOXHOCTb Pa3b/10KMPOBaTh 3/1EKTPOHHBIN K04 B yAANEH-
pa36ioKMPOBKY C " "
HOM pexuMe, UCMob3ys MexaHusM "3anpoc-oTeeT". [1ng atoro
MCMONb30BaHWEM
Takxke B none PIN-kog agMMHMCTpaTopa HEO6X0AMMO 3a4aTb
MexaHu3Ma

3HayeHue kntoda 3DES, koTopblii 6yaeT BbINONHATH QYHKLUMIO

3anpoc-oTBeT
PIN-koaa agpMUHMCTpaTopa

MwuH. anuHa PIN-kona MuHMManbHoe yncio cumeonos B PIN-kone
bazosbie
HaCTPOMKM
Makc. pavHa PIN-kona MakcumanbHoe uncno cumeonos B PIN-koge
MWH. Konn4yecTeo Lud- OnpepensieT, CKOMbKO LUMPPOBLIX CUMBOJIOB HEO6XOAMMO UC-
pOBbIX CMMBOJIOB nonb3oatb B PIN-koae
PaclwupeHHbie MUH. KonnyecTeo Hyk- Onpepnenser, CKoNbKO BYKBEHHbIX CUMBOSIOB HEOBXOAMMO UC-
HaCTpOWKM BEHHbIX CUMBOJIOB nonb3osatb B PIN-koae
MUH. KONNYECTBO CUM- OnpepenseTt, CKONbKO BYKBEHHbIX CUMBOSIOB B HUXXHEM peru-
BOJIOB HUXXHEro perncTpa cTpe Heobxoaumo ncnonb3osatb B PIN-koae
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Cekuus Hacrpoiika OnucaHue

MWH. KONNYECTBO CUM- Onpepnenset, ckonbko ByKBEHHbIX CUMBOIOB B BEPXHEM peru-
BOJIOB BEPXHEro perncrpa cTpe HeobxoaMMo ncnonb3osath B PIN-koae

MUH. KonnyecTBo cnew, OnpepenseT, CKONbKO CneuuanbHbixX (He andaBUTHO-LMDPOBbLIX)
CUMBOJIOB CMMBOIOB HEODX0AMMO Ucnonb3oBaTb B PIN-kone

Makc. KonnyecTBo no- OnpepensieT 4y4Cno NOBTOPSIOLWMXCS CUMBOOB B 106OM MecTe
BTOPSIOLMXCSA CUMBONOB PIN-kona

5. Haxmute "[danee". bynet oTkpbITO OKHO ANn4 ykasaHus HoBoro PIN-kopa agMuHuctpaTtopa (PucyHok 36).

& Mactep doprmatupoeanua npunoxeqna P *
GOpMaTHPOBaHNE NPHUACKEHWA

3agaiiTe HacTpolkK PIN-koda agMWHWCTpaTopa

Hoewlid PIN-kog agMWHMCTpaTopa

| LLL LT L] ] ‘ #

MoareepanTe PIN-KOA agMUHUCTpaTOpPa

Makc. KonrM4ecTBO NONBITOK BBoda PIMN-Koga | 5 v |

WiMAa npruaoxeHna

JaCarta PKI |

PucyHok 36 - PacwupeHHsle napamempsl popMamuposaHus mokeHa

6. BbinonHuTb HacTpoliky PIN-koga aaMMHMUCTpaToOpa COrNAcHO ONMCaHUI0 NapamMeTpoB HacTpolikm PIN-koaa,
npvBeaeHHoMy B Tabnnue 17.

Tabnuua 17 - Mapamempsl Hacmpoliku PIN-koda adMuHucmpamopa

Mone OnucaHue
Hosbit PIN-koa agMuHucTpaTopa Beectu HoBbIVi PIN-KO4 agMUHKUCTpaTopa
Mopteepautb PIN-kOA afnMUHUCTpaTopa BeecTn noateepxaeHue Hooro PIN-kopa agMuMHKUCTpaTopa
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Makc. konnuecTBo nonbiTok BBoAa PIN-
KOAa

Nma npunoxerus

3.0

MakcuManbHO LOMYCTUMOE YNCNIO HEBEPHbIX
nocnenoBaTtenbHbiX NonbiTok BBoaa PIN-kopa
aAMMHUCTpaTopa

Mone ons BBOAA Ha3BaHMS 3NEKTPOHHOTO K/OYa
(Hanpumep, nMeHu Byayulero BnagenbLa)

7. Haxatb "danee”. bynet oTkpbITo OKHO HacTporiku PIN-koaa nonb3oBatens (PucyHok 37).

g@ MacTep popmatuposanna npunoxerna PKI ¥

QOpMaTUPOBAHWE NPUNOKEHWA
3apaiiTe HacTpoiikK PIN-KoA4a NoAk3oBaTenA

Tun PIN-koaa PIN "‘
Makc. koamuyecTeo NnoneITok BBoAaa PIN-koaa | 10 # |
HacTpoidikun PIN-koaa

Bpema xun3nn PIN-koaa, aHwK | 0 # |

D Mons3zoeatens Aomked cMeHnTs PIN-kog npr nepeom MCNonb30BaHMK

O nonbsosatens aomxen nomenaTs PIN-KOA nocie pa3BAoKMPOBKK

HacTpoWkWM BUoMeTpUK

BepoATHOCTL NOMHOTO

MaKkcMMankHoe KOAWYeCcTBO OTNeYaTKoR

MWHUMaNEHOE KAYECTBO OTNEYATKA MO YMONYAHWID

AOMNyCcKa o Y

1onuyaHuie (FAR)

PucyHok 37 - @opmamuposarue npunoxeHus. YkazaHue PIN-koda admuHucmpamopa

8. BbinonHuTtb HacTpoliky PIN-koaa nonb3oBartens COrnacHO onNucaHuio napameTpos HacTporikm PIN-koaa,

npvBeneHHoMy B Tabnnue 18.

Tabnuya 18 - Mapamempsl Hacmpoliku PIN-koda nons3ogamens

Cekuusa HacTpoiika

Tun PIN-kopa
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Onucaxume

B03MOXHbI YeTbipe BapuaHTa:

e PIN - gnga ayteHTMdMKaLMM NONb30BaTENb JOMIKEH
BBecTu PIN-kog nonb3oBaTens;

e  BIO - pns ayTeHTUdMKALMM NONb30BATENb JOMKEH
NPUNOXWUTL NaneL, K CKaHepy OTNeYaTKoB NasbLeB
(TONbKO L1 3NEKTPOHHBIX KtOUei C NPUIoKEHUEM
PKI/BIO);

e  PIN wnm BIO - ans ayteHTMdUKaLmMm nonb3oBaTtesb
[O/KEH caenatb 04HO m3 aAyx: BBecti PIN-kon
NoNb30BaTeNs UM NPUNOXWTb NaneL K CKaHepy
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CeKkuus

HacTpoviku PIN-
Kopa

HacTporiku
6uomeTpun

Hacrpoiika

Makc. KONMYeCcTBO NOMbITOK
BBoaa PIN-kopa

Bpems xwu3Hu PIN-koaa, oHu

Monb3oBaTenb OOMKEH
cMeHuTb PIN-KO4, Npy nepeoM
MCMNOMb30BaHMM

Monb3oBaTenb OOMKEH
nomeHsaTb PIN-kop nocne
pa3bnokMpoBKu

MaKcuManbHoOe KoJIM4ecTBo
0TMNeYyaTkoB

MUHUManbHOE KayecTBo
oTnevyaTka no ymMona4aHuto

BeposTHOCTb NOXHOrO
ponycka no ymonyanuio (FAR)

3.0

Onucanune

OTMNEeYaTKOB ManbLeB (TOMbKO A5 3/1EKTPOHHBbIX
kntoyert ¢ npunoxenunem PKI/BIO);

e PINwuBIO - ons ayTeHTMPUKALMM NONb30BaTENb
[omkeH kak Beectn PIN-kopa nonb3oBatens, Tak u
NPUNOXMTb NaneL, K CKaHepy OTNeYaTkoB NanbLeB
(TONBbKO AN19 SNEKTPOHHbIX K/KOYEN C MPUNOXKEHUEM
PKI1/B10)

MakcuManbHo A0NyCTUMOE YNCI0 HEBEPHbIX
nocnenoBaTeNibHbIX NonbiTok BBoAa PIN-koga nonb3oBatens

Konuuectso AHel, CnycTs KOTOpOe Nosib30BaTe/lb AOMKEH
6ynet cMenuTb PIN-KOA nonb3oBatens

Mpu ycTaHoBKe dnaxka nonb3oBaTento byaet HeobxoanMo
cMeHuTb PIN-KoA npy nepBoM MCMOIb30BAHUM 3NEKTPOHHOMO
Kntoya

Mpwu ycTaHoBKe dnaxka nosib3osaTento bynetr HeobxoanmMo
cMeHuTb PIN-Kko4 nocne pa3bioKMpOBKU 3N1EKTPOHHOIO K/HoYa

Onpepenser MakCMManbHOE KOJIMYECTBO OTNEYATKOB NasbLeB
Monb30BaTeNs, KOTOPOE MOXHO COXPAHUTb B NaMsTK
3nekTpoHHoro ktova JaCarta (o1 1 go 10). B kaxaoM KOH-
KPETHOM C/lyyae Mosib30BaTeNlb CMOXET BbIOPaTh, KAKOW OT-
MeyaTok nasbla UCMo/b30BaTh.

MWHUManbHOe peKoMeHAYyeMOe 3HaueHue: 2

Onpenenser rpaHUYHOE 3HaYEHME KauyecTBa M306paKEHMS.
Ec/in ka4ecTBo M306PaKEHMS HUXKE LAHHOTO 3HAYEHMS,
COXpaHeHuWe OTMeYaTkoB NanbLes Noib3osaTens He Gyaet
NPOW3BOANTLCA

OnpepenseT BEpOSTHOCTb JIOXKHOMO JOMYCKA (T.6. BEPOSITHOCTb,
C KOTOpOW CUCTEMA CYUTBIBAHWUS OTNEYATKOB NaNbLieB
owmnbovHO ayTeHTUdULMPYET nonb3oBaTens). BeposTHocTb
NOXHOrO [0MyCKa onpeAenseTcs Kak COOTHOLWEeHHe
BO3MOXHOIO KOIMYECTBa OWMOOYHOM MAEHTUDUKALMK K
4ucny NonbITok ayTeHTMdukaumum. CoOoTBETCTBEHHO,
BEPOSITHOCTb J0/MKHOro gonycka 1:100 Bbiwe, yeMm
BEPOSTHOCTb IOXXHOro gonycka 1:1000

9. Haxatb kHonky "[danee". byneTt HeobxoAnMO 3aa4aTb HAcTporiku KavectBa PIN-koga nonb3osatens. OKHO
HacTpoek kavectBa PIN-kofa nonb3oBaTens npeactaBneHo Ha pucyHke 38. OnmcaHMe HacTpoeK KavyecTea
PIN-kopa nonb3oBaTtens npueeaeHo B Tabnumue 19.
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gé: Mactep dopmatuposanna npunoxerna PKI b

Kauecteo PIN-KoAa Nnonb3oBaTenA
YCTaHOBMTE HACTPORKKW KavecTea PIN-koaa Nonb30BaTens

Ba30BLIe HACTPOWKK

D OrpaHnuyeHre pa3baoKMpoBoK ‘ 0 : ‘
MwuH. gnnHa PIN-koga ‘4 ¢ ‘
Makc. anvHa PIN-koaa ‘16 -:- ‘
|:| Wcropwa PIN-koga 0 : ‘
PaclMpeHHEIe HACTPOMKK
MWH. KONMUYeCTBO UWGPOBLIX CUMBONOB ‘ ] ¢ ‘
MWH. KonuuecTBo BYKBEHHBIX CUMEONOB ‘ /] ¢ ‘
| d
MWH. KONMYECTBO CMMBOAOB HMMKHEro peructpa |0 T
MMWH. KONMYeCTBO CMMBONOB BEPXHErND perncrpa ‘ /] ¢ ‘
MWH. KOAWMYECTBO CNEL. CUMBONOB ‘ 0 ¢ ‘
A
Makc. KONMYeCcTED MOBTOPAKOWWXCA CAMBONOB ‘ 16 v ‘

PucyHok 38 - ®opmamuposaHue mokeHa. Kavecmao PIN-koda none3osamens

ﬁ MNpwu 3apaHnm HacTpoek K kavectBy PIN-koaa pekomMeHayeTca cnepylollee:
®  UCMNOMb30BaTb OYKBbI TOMbKO NaTUHCKOro andasuTa (abc...z, ABC...Z), undpsbl (123...0) u cneucumeonsl (~!@#...);

e  MWHMManbHag gauHa PIN-kopga - 6 cMMBONOB.

Mpu 3agaHnm PIN-kofa HeaonyCcTMMO MCNOb30BaHMe Npo6ena U CUMBONOB KUPUANULLbI |

10. Haxmute "OK" png coxpaHeHus HACcTpOeK.

Tabnuua 19 - ®opmamuposaHue mokeHa. OkHo "Kauyecmso PIN-koda none3oeamens”

Cekuus Hacrpoiika OnucaHue

HacTpoiika onpenenseT MakcMManbHoOe KOAM4eCcTBo
pa36/10KMPOBOK TOKEHA NO/Ib30BaTeNs NOC/e ero 6/10KMPOBKY.
Mpu NpeBblleHUM 334aHHOO 3HaYeHus pasbrokmpoeka PIN-

OrpaHunyeHune
KoA4a nonb3oBatens 6yner HeBO3MOXHA. Mcnonb3oBaHue
pa3610KMPOBOK
TOKEHa CTaHEeT BO3MOXHbIM Moc/ie ero hopMaTMpPOBaHUS C
yAaneHneM BCeX AaHHbIX HA TOKEHe M yCTaHOBKOW HoBoro PIN-
KOZa aAMMHMCTpaTopa M NoJib30BaTesNs.
bazoBble Aa af patop
HacTporku PIN-
kona MwuH. anuHa PIN-kona MuHuManbHoe umcno cumaonos B PIN-koae
Makc. anmHa PIN-kopa MakcumanbHoe uncno cumonos B PIN-koge

KonuyectBo nocnegHux ucnonb3oBaHHbix PIN-kogoB
Uctopus PIN-kopa nosib30BaTesNsl, 3HAYEHUS KOTOPbIX HEMb3sl 33aTb ANS1 HOBOTO
PIN-kopa nonb3oBartens. Hanpumep, ecnu yctaHoBNEHO
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Cekuus Hacrpoiika OnucaHue

3HayeHue "3", HeBO3MOXHO byaeT Ha3HaumTb PIN-kog,
nosb30BaTens, COBNaAAoLLMI C OLHUM U3 TPEX NOCNeAHUX
MCNONb30BaHHbIX. JonycTtnmble 3Havenuns ot 1 no 10. Beopg,
3HauYeHui B Nosie BO3MOXEH Moc/ie YCTaHOBKM
CoOTBeTCTBYHOLWEro dhaaxka.

MWH. KonnyecTso unb- OnpepenserT, CKoNbKO LMPPOBLIX CUMBONOB HEOBXOAUMO UC-
pOBbIX CMMBOJIOB nonb3oBatb B PIN-koge
MWuH. konuyecTBo Byk- OnpepenseT, ckonbko BYKBEHHbIX CUMBONIOB HEOHXOAMMO UC-
BEHHbIX CUMBOJ/IOB nonb3osaTtb B PIN-koae
MWH. KONNYEeCTBO CUM- OnpepnenseT, ckoNbko HYKBEHHbBIX CUMBOJIOB B HUXXHEM peru-
PaclupeHHble  gonoe HUkHeEro peructpa cTpe HeobxoamMo ucnonb3osathb B PIN-koae
HacTtpoiku PIN-
Koaa MUH. KONNYecTBo CUM- Onpepnenset, ckonbko 6yKBEHHbIX CMMBOJIOB B BEPXHEM peru-

BOJIOB BEPXHEro perncrpa cTpe HeobxoamMMo ucnonb3osath B PIN-koae

MUH. KONMYecTBo cne- OnpepenseT, CKONbKO CneuuanbHbiX (He andaBUTHO-LMDPOBbLIX)
LManbHbIX CUMBONOB CMMBOJIOB HEOH6X0AMMO Mcnonb3osaTb B PIN-koze

Makc. Konn4yecTBo no- OnpepenseT 4uCNo NOBTOPSIOLMXCS CUMBOJIOB B 106OM MecTe
BTOPOB CMMBOJIOB PIN-koza

11. HaxmuTte kHonky "[lanee”. B okHe opMaTMpoBaHMS 3NEKTPOHHOIO Koya HaxMuTe "MNoateepauts”. byget
ocyulecTsieHo GopMaTUPOBaHWE 3NIEKTPOHHOIO K/KYa C YCTAHOB/IEHHbIMU NapamMeTpaMu.

Ecnu ebl uHUYUGNU3UpYeme 31eKmpOHHbIL K04 ¢ No00epxKoli Guomempuu credyem pykosodcmseosamscs
n.7.2.2.0opmamuposarue ¢ buoMempudyeckuMuU napamempamul.

12. B cnyyae ycnewHoro ¢opMaTtMpoOBaHUsi TOKEHA 0TOOPa3nTCa COOTBETCTBYHOLEE COObLLEHME.
7.2.2 DOopMaTUpoBaHMe C BUOMETPUYECKMMN N3APAMETPAMM

Ecnu Bbl hopMaTUpyeTe 31eKTPOHHbIN KoY C BMOMETPUYECKMMM HACTPOMKaMM, Yepe3 HEKOTOPOE BpeMs nocne
3anycka npouecca GopmMaTMpoBaHNa 0ToBpas3nTCa OKHO "Perncrpaums oTnevaTkos”.

PEFMCTFIELI,MH OTMNEYaTKDE *

Perucrpau,un oTnevyatTKkonB

YkaxmTe nanew N8 W3IMEHEHMA OTNeuaTka

CKEHEFI OTNEYETEOE

JCR SecurBio  ~

‘ 3aBepLUnTE

PucyHok 39 - Peaucmpayus omne4amkos

1. Ha cxematnyeckoM nsobpaxkeHnn nagoHen Boibepute naneu, 0TNEYaTOK KOTOPOro 6yaeT OTCKaHMPOBAH BO

BpeMa GopmMaTUpPOBaHMS.
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PEFHCTFIELI,HH OTMNEYATEDB *

PETHCTPEILI,HH oTneyvyarkosB

MpuacKWTE Nanew K ckaHepy

CKEHEFI OTMEYATEDE

ICR. SecurBic -

PucyHok 40 - Beibop nansya 015 CKaHUPOBaHUS

2. byaywwit Bnagenew 31eKTPOHHOMO K/ko4a AOMKEH MPUOXUTb OTMEYEHHbIN Manew, K CKaHepy OTrneyaTkoB
nanbues. B 3aBMCMMOCTM OT TMMNA MCNOMb3YyeMOro CMapT-KapT puaepa, Nocsie CYUTbIBaHUS OTMeYaTokK nanbLa
oTobpasutcs B none "CkaHep oTne4yaTKoB".

3. B okHe perucTtpaumm oTneyvaTKoB CTAaHET AOCTYMHOM ANS HAaXaTus KHONKa "3apeructpupoBats’. Haxmure
KHOMKy "3apeructpupoBatb”. [lpy HEO6XOAUMOCTU U3MEHUTE AOMNOMHUTENbHbIE NapaMeTPbl CKAHUPOBAHMS.
OnucaHne [ononHUTENbHbBIX NAapaMeTPOB CKaHMPOBAHMS NpuBeaeHo B Tabnumue 20.

Tabnuua 20 - OkHo "Peaucmpauyus omneyamkos”. OnucaHue Hacmpoek
Hacrpoiika OnucaHue

CKaHep 0OTne4yaTkoB |/|CI'IOJ'Ib3yeMbIl;I CKaHEep 0Tne4YaTKoB nanbLues

C nomoLLbl0 BbINAAAOLWEro CNMCKA 334aTh rpaHNYHOE
3Ha4YeHME KavyecTBea M306pa)KeHVI$I. Ecnu kauectBo

Kavectso M306pa)KeHMﬂ HMXXe NAaHHOrro 3Ha4eHUda, COXpaHeHue
OTNevyYaTKoB MajabLeEB NOJb30BATENA HE 6y,EI,ET
npon3BoanTbCA

C NoMOLLbI0 BbINaAAoLWero Cnucka 3aaTb BEPOSTHOCTb
NOXHOro A0MycKa (T.e. BEPOSATHOCTb, C KOTOPOW cucTema
CYMTbIBAHUS OTNEYATKOB NanbLeB OWNOOUYHO
ayTeHTMdULUMpPYeT Nonb3oBaTens). BeposaTHOCTb NOXHOro
[loMnycKa onpeaensieTcs Kak COOTHOLEHWE BO3MOXHOIO
KONMYECTBA OWMOOYHOW MAEHTUPUKALMM K YUCTY NOMbITOK
ayTeHTUdMKaumn. CooTBETCTBEHHO, BEPOSITHOCTb JAOIKHOIO
ponycka 1:100 Bbiwe, 4eM BepOSTHOCTb JIOXKHOMO A0MNYyCKa
1:1000.

PekomeHpyemoe 3HaueHue: 1:10000

BeposTHOCTb IOXHOro Aonycka

4. bypet oTo6paeHO MHDOPMALMOHHOE OKHO C pe3ynbTaTOM perncrpaumu otneyaTka (CM. pucyHok 41). ns
3aKpbITMS OKHA HaXMmTe KHonky "OK".
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¥enewHo x

__| OTnedatem NaAbUEE FAPETMCTPWPOBAGHE HA TOKEHE,

PucyHok 41 - CoobujeHue o peucmpayuu omne4amka nanbua

5. Tpwu ycnewHoM 3aBepLieHnn GopMaTMpoBaHUS 0TOOBPa3UTCa COOTBETCTBYHOLEee cooblieHme. Haxmute
KHOMKY "3aBeplnTb” 415 3aKpbITUS OKHA POpMaTUPOBAHUS.

B cnyyae HeoOHOKpamHeix 3ampyOHeHul npu co30aHuu wabsoHa omneyamxa naasbya 803MOMHO NEPEKTYEeHUE
cMapm-kapm pudepa 8 ynpouwieHHoil pexum pabomel. [odpobHee cm. nn. 6.7.

7.3  ©®opmatupoBaHue npunoeHnAa STORAGE

P na noAroToBKM 3NeKTPOHHOFO KNlua K paboTe:

1. 3anyctutb MO "EauHbin KnuenT JaCarta” 1 nepentn B paCLUMPEHHbIA PEXUM.

2. [MoacoenmHUTb HYXXHbIV 31EKTPOHHbIM KN4 K KOMNbOTEPY, BbIOpaTh €ro B 1EBOM MAHENN U B LLEHTPaNbHOM
4yacTu okHa Bblbpatb Bknaaky "STORAGE".

3. Haxatb kHoMKy "®opmaTupoBaTth”. bypet oTkpbiTo 0kHO "Mactep dopmatupoBaHus npunoxenns STORAGE".

& MacTep dopmatnposadna npunosxedna STORAGE X
OB6A3aTenbHLIE NApPaMEeTpPhI
Beegwute PIN-ko4 agMUHUCTpaTOpPa M 334afTe MMA NPUACKEHWA HA

TOKEHE

PIN-k04 aAMWHWCTpaTOpa

| &%

WMma npuaoxeHna

‘Starage ‘

¥cranoewTe PIN-Ko4 nons3oeatens

HoBwld PIN-KO4 Nonb30oBaTENA

| | &%

Moareepants PIN-koa nonswzoBaTens

Adaneeg = OTMmeHa

PucyHok 42 - @opmamuposaHue npunoxeHus

4. BbInonHMTb HacTpoiky. OnucaHme HacTpoek GopMaTUPOBAHMS SNEKTPOHHOIO K/0HYa NpUBeAEHO B Tabnumue
21:
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Tabnuua 21 - ®opmamuposarue npunoxerus. OnucaHue Hacmpoek
Hacrpoiika OnucaHune
PIN-kon apMuHUMCTpaTOpa Mone nng BBoaa Tekywwero PIN-kon agMuHKUCTpaTopa

Mone pnsg BBOAA Ha3BaHUA 31EKTPOHHOIO KNo4a

Nma npunoxerus
(HanpuMep, MMeHK Byayliero BnagenbLa)

MpunoxeHne STORAGE He MoxeT 6bITb OpMaTUPOBaHO
YctaHoBuTtb PIN-KoA, nonb3oBaTens 6e3 PIN-kopa nonb3oBatens, NO3TOMY Heflb3s CHATb
naxok

Mone gnsa BBoaa HoBoro 3HauveHust PIN-koga nonb3oBatens
Hosbii PIN-kop nonb3oBaTens (none akTMBHO, TONIbKO €CNK YCTaHOBNEH GNAXOK
"YctanoBuTb PIN-Koa nonb3oBatens”)

Mone png BBOAA NOATBEPXKAEHUS HOBOrO 3HaveHust PIN-
Moateepautb PIN-kOA nonb3oBaTens Kofa nonb3osarens. (lone akTMBHO, TONLKO eCcn
ycTaHosneH dnaxok "YcraHosuTb PIN-kon nonb3oBatens”)

5. HaxmuTte KHonKy "[MoaTBEpAUTL" B OKHE NOATBEPXKAEHUS.
6. [pu ycnewHoM hopmMaTMpoBaHuM ByaeT 0ToOHBpaXkeHo COOTBETCTBYHLLEE Co0bLeHMe. HaxXMuTe KHOMKY
"3aBepwuTb” 4S9 3aKPbITUSI OKHA POPMaTUPOBAHMS.

7.4  ®opmaTtuposaHue npunoeHna OCT ¢ annneTom KpuntoTokeH 2 3M1

[Ons noAroTOBKM 3N1eKTPOHHOrO Knw4va K paboTe:

1. 3anyctutb MO "EauHbin KnuenT JaCarta” u nepeitn B paCLUMPEHHbI PEXUM.

2. [MoacoenmHUTb HYXKHbIV 3N1EKTPOHHbIM KNHOY K KOMNbOTEPY, BbIOpaTh €ro B 1IEBOM MAHENN U B LLEHTPANbHOM
4acTu OKHa nepenTu Ha Bknaaky "TOCT".

3. Haxatb kHOMKy "@opmaTupoBaTth”. byset oTkpbITo OKHO "DopMaTUpOBaHUE NPUNTOXKEHUS NOMb30BaTeNeM".

& DopmatnposaHue NpUNoKEHNS NONL30BATENEM >

EeeawTe PIN-K04 NOAL30OBATENA

@

Mima npuaoxeHna

JaCarta-2 GOST

OTMeHa

PucyHok 43 - @opmamuposarue npunoxeHus nons3osamenem

4. 3anonHutb nonga "Mima npunoxenus” u "Beeamte PIN-koa nonb3oBatens”, nocne Yyero Haxxmute kHonky "OK".
5. B MH(OPMALMOHHOM OKHE 0 pe3ynbTaTax (opMaTMpOBaHUa HaxaTb KHoMKy "OK" ans 3aBeplieHms npouecca.
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3.0
& Mpwnoxenne oTgopmaTMpoEaHo x
+/ TpunoxeHne ycnewHo oThopMaThpoBaHo
PucyHok 44 - CoobweHue o pe3ynbmamax npouecca ¢opmMamuposaHus
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8. Onepaunn c PIN-kogom nonb3osatena 1 PIN-Kogom
aAMUNHNCTPATopa

8.1 YcraHoBKa (cMeHa) PIN-Koga nonb3oBaTtenAa afAMUHUCTPATOPOM

[ng HeKOTOPbIX MPUNOXKEHUI agMUHUCTPATOP MOXeT 3aaaThb PIN-kog nonb3oBaTtens, eciv OH He 6bin Ha3Ha4veH
BO BpeMs dopMaTUpoBaHus. Takxe agMUHUCTPATOP MOXET CMeHuTb Tekywmi PIN-koa nonb3oBaTens.

M PIN-kog nonb3oBaTens UMeeT CBOM CPOK AeicTBus. 3a 14 oHel 0o oKoHYaHMa cpoka aercteus PIN-koaa
nonb30BaTeNb NOAYyYaeT yBefoMIeHUe 0 Heobxoammoctu cMeHbl PIN-koaa. MiHdopMaLumoHHble coobleHuns byaoyT
NpUXOANTb KAXKAbIM feHb A0 OKOHYaHMUS cpoka aenctena PIN-koaa, noka oH He 6yaeT n3MeHeH.

) Insa yctaHoBkuM unn cmeHbl PIN-koaa nonb3oBatens affMMHUCTPATOPOM 3NEKTPOHHOIO K/o4a He0b6XoAnMO, YTOObI
Ha 3TOM 3/1eKTPOHHOM Ktoue 6b11 ycTaHoBneH PIN-kon agMuHMcTpaTopa.

locne 880da HenpasunbHo20 PIN-k0da adMUHUCMPamopa HeckobKo pas noopsi0 3/1eKMpPOHHbIL KoY
6nokupyemcs. He donyckaiime 6nokuposku PIN-ko0a adMuHucmpamopa Ha 3nekmpoHHeix Katouax JaCarta. PIN-
K00 admuHucmpamopa, 8 omau4ue om PIN-ko0a nons308amens, pa3zbiokuposame HEB803MOKHO.

B cnyuae 610KUpOBKU 31EKMPOHHO20 K/t04a noc/ie 8800a HenpasunbHo2o PIN-koda adMuHucmpamopa
3/1EKMPOHHBIL K/Tt0Y pazbioKuposams Henb3s. B amom ciyqdae MoiHO 06pamumecs 8 ciyx by mexnodoepxKu u
nepeuHUYUaNuU3uUpo8ams 31EKMPOHHBIU KoY, HO ¢ nomepeli 8cex 0aHHbIX, XPAHAWUXCS HA HeM. [aHHas
onepayus docmynHa He 015 8cex modesnell. [lodpobHocmu cnedyem ymoyHImMb 8 CiyHbe mexno00epiKu.

3apaHHOe KonnMuecTBO nonbiTok BBoAa PIN-Kona agMmuHMCTpaTopa (a TakKe oCTaBLieecs KOMYeCcTBO MOMbITOK)
MOXHO y3HaTb, 3anycTmB MO "EanHbin Knuent JaCarta”, nepenaq Ha Bknagky "MHdoOpMaums o TOKeHe"
NMOCMOTPEeB 3HayeHune, ykasaHHoe B none "Octanock nonbiTok BBoAa PIN-koaa".

» Ona cmenbl PIN-Kopa nonb3oBaTenss aoMUMHUCTPATOPOM:

1. TMoacoennHUTb 3NEKTPOHHbIW KoY, HA KOTOPOM HeobX0AMMO YCTaHOBUTb/CMeHNTL PIN-kon nonb3oBarens.
3anycTutb MO "Eambbii KnuenT JaCarta” n nepeiTu B pacLlUMPEHHbIN PEXMM.

2. B neBol naHenu BbIGPaTh HYXHbIM 3NEKTPOHHBIN KoY. B LeHTpanbHOM YacTu OKHa NEPerTU Ha BKNALKY,
COOTBETCTBYIOLLYIO NMPUIIOXEHUIO, 015 KOTOPOro He06X0AMMO Ha3HauuTb (cMeHuTb) PIN-Koa nonb3oBartens.

3. Haxatb KHomnKy "YctaHoBuTb PIN-KoA nonb3oBatens”. byaer oTKpbiTo OKHO "YcTaHoBuTb PIN-Kog,
nonb3oBaTtena”:
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& Yeranosute PIN-kog nonszosatens x

Terkywwid PIN-Ko4 agMUHUCTpaTopa

HoewlA PIN-Ko4 nonw3oBaTend

Moareepawnte PIN-ko4 noab30BaTENA

OTMmeHa

PucyHok 45 - OkHo "YcmarHosums PIN-ko0 none3oeamens”

4. B none "Tekywmii PIN-kon agMuHmcTpaTopa” BBecTn Tekywmii PIN-koa agMUMHKUCTpaTOpa.

5. B nonax "Hosbin PIN-kop nonb3osatens” u "Moarsepauntb PIN-koa nonb3oBatens” ykasaTb COOTBETCTBEHHO
HoBblI1 PIN-kof nonb3oBatens M NoaTBEPAUTb €ro NOBTOPHLIM BBOAOM.

6. Haxatb kHonky "OK".

7. Tpwu ycnewHon yctaHoske HoBoro PIN-koaa nonb3oBatens 0TobpasnTCcs COOTBETCTBYOLEE CO0bLEHME,
HaxxmuTe "OK" gng ero 3akpbitus.

8.2  PasbnokupoBaHue PIN-Koga nonb3oBaTena B NPUCYTCTBUM 3AMUHUCTPATOPa

Ecnu nonb3oBaTens NpeBbiCKA MAaKCMManbHOE AOMNYCTUMOE YMCNIO NOCTEeL0BATENNbHbIX HEBEPHbLIX MOMbLITOK BBOAA
PIN-koaa, To oH 6nokupyetcs. Mpouenypa pa3bnokmposku PIN-koga nonb3oBaTens pasinyaercst B 3aBUCMMOCTH
OT MPWUIOXEHUS, YCTAHOBIEHHOIO B MAaMATb 3NEKTPOHHOIO K/toYa:

e PKIun PKI/BIO - nocne pa3bioKnpoBKM agMUHUCTPATOP AO/IKEH YCTaHOBWTL HOBbIM PIN-koa nonb3oBartens.

e [OCT n STORAGE - pasbnokupoBka 06HYNSET CYETYMK HEBEPHBIX MOMbITOK A0CTYNa, 3HavyeHne PIN-koaa
NoNb30BaTENS OCTAETCH NPEXHUM.

8.2.1 [lpunorerune PKIn PKI/BIO

» Ona pasz6nokuposaHusa PIN-kopga nonb3zosartens:

1. TlofcoeanHWUTb 3NEKTPOHHbIW K04, Ha KOTOpOM Heobxoaumo pasbnokuposatb PIN-kon nonb3oBatens, K
KOMMbHOTEPY.

2. 3anyctutb M0 "EauHbin KnuenT JaCarta” 1 nepenty B paCLUMPEHHbIN PEXUM.

3. B neow naHenu MO "EamnHbiii KnueHT JaCarta” BbiOpaTh HYXKHbIA 3NEKTPOHHbIM K04 U B LEHTPaNbHOM YacTH
nepenTn Ha Bknaaky "PKI".

4. Ecnu PIN-kog nonb3oBatens 3a610knpoBaH KHomka "Pa3bnokmposats PIN-kon" 6yaeT AOCTYMHA ANS HAaXATUS
(cM. pucyHok 46). MHaue kHonka 3ab110KMpOBaHa.
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&’ Eannenii Knnent JaCarta — O x

EgvHbln Knuedt JaCarta Ana‘|.ﬂﬂnﬂ)

JaCarta PKI

Storage

| WHpopmMayma o TOKEHe| PKI | SecurLogon |

JaCarta PKI o £ npw
— a Pazbnokupoeate PIN-§ (=
® “hi ]
Crienute PIN-koa Q MzmenuTe kauecTee
Mj CpMETMPOBS E
2AMUHMCTRETORE pt BepueTiap ceate PIN-kons
KAOUN M CepTUHKATEI EKS;

B orucke omobpaxawmed moasko ofyedocmynyeie ofbekmel. JA4 NpocMompa ecex ofrekmos Beecy PIN-koz
- e B
WU pe0aKmUpoeanun codepxumozo Heobxodumo saecmu PIN-ko@ noae3ceamens.

PucyHok 46 - InemeHm ynpasnenus "Paz6nokuposame PIN-kod"

5. Tlocne HaxaTusa Ha KHomnKy "Pa3bnokuposatb PIN-kog nonb3oBatensa” 6yneT oTKpbITO OKHO "Pa3bnokupoBathb
PIN-kon™:

&“’ Pazbnoknpoeats PIN-kog =

PIMN-kog agMmuHMCTpaTopa

| | %

HoBwlA PIN-kKoa Nnonk3oBaTens

| | %

Moateepaute PIN-K04 Nnons30BaTENA

o -

PucyHok 47 - Paz6nokuposka PIN-koda nonb3oeamens

6. B none "PIN-kof anMuHuUCTpaTopa” BBeCTH Tekyuimii PIN-kon agMuHUcTpaTopa.
7. B nonsix "Hosbit PIN-kog nonb3osatens” u "Mopreepantb PIN-koa nonb3oBatens” sBecty HOBbIN PIN-kopg,
nonb3oBaTens U Haxatb KHonky "OK".
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8.

Mpw ycnewHon pa3bnoknpoBke 1 HazHaveHnn HoBoro PIN-koga nonb3soBaTens otobpasumTcs
COOTBETCTBYtOLLEE COOBLWEHME — HaxaTb KHOMKY "OK", uTobbl 3aKpbITh ero.

& PIN-koa pazBnokupoBaH *

+  PIN-koa ycnewHo pazGaokupoBaH

PucyHok 48 - CoobweHue 06 ycnewHoli pazbnokuposke PIN-koda none3osamens

8.2.2 TlpunoxeHne STORAGE

» Ona pas6nokuposanua PIN-koaa nonbsosatens:

1.

5.

MoacoeanHWUTL 3NEKTPOHHBIN KU, HA KOTOPOM HeobxoamMo pasbnokmposatb PIN-koa nonbsoBaTens, K
KOMMbIOTEPY.

3anycTtutb MO "Eambbii KnuenT JaCarta” n nepeiTu B paclUMPEHHbIN PEXMM.

B nesoit nanenu MO "EauHbint KnnenT JaCarta” BbIOpaTb HY>KHbIM 31IEKTPOHHBIN K/IHOY M B LLEHTPANbHOM YacTu
nepenTt Ha Bknagky "STORAGE".

Ecnu PIN-kop nonb3oBatensi 3a6n1okupoBaH, kHonka "Pasbnokuposatb PIN-kon nonbsoBatens” byaer
LOCTYMHA A/ HaxaTus.

& Eannuiii Kavenr JaCarta — [m] *

EguHbi Knmvent JaCarta Ana‘\ﬂﬁnﬂ)

Storage

Storage

| WHpopmaLua o ToKeHe | STORAGE | oTP | SecurLogon |

JaCarta PKI Onepaun ¢ NPUAOKEHNeM

%CMEHMTb PIN-kos8 %Fasf}l:w;:eam PIN-

Q QCpMaTUPCEaTE
BAMUHWCTDATODE Kon B

KIoum M cepTUQUKaTBI: ERKS]

% Hactpoiie

B cnucke omoBpaxamo moaeko obuedocmynHeie oftexmel. JaA npooompa ecex ofibexmos Beecrv PIN-koz
uAU pedakmupoeanua codepxumozo reobxoduno esecmu PIN-k0d noas30eamens. -

PucyHok 49 - SnemeHm ynpagneHus "Pazbnokuposams PIN-k00"

lNocne HaxaTns Ha KHonky "PaszbnokuposaTb PIN-kog" 6yneT oTkpbiTo OkHO "Pazbnokuposats PIN-kog'".
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&J PazBnokupoeate PIN-kog >

PIN-koa agMuHWCTpaTOpa

| | %

OK OTMeHa

PucyHok 50 - OkHo "Pasbnokuposamse PIN-k0d"

6. B none "PIN-kop agMuHucTpaTopa” BBecTn Tekywmii PIN-kog agMUMHUCTpaTOpa, NOCAE Yero Haxartb KHOMKY
"OK".
lpu pas6nokuposke PIN-ko0a nosb3osamens cbpacbisaemcs CHEMyuUK HesepHbix noneimok 88oda PIN-koda
nosb3o0e8amens, npu 3mom camo 3HadeHue PIN-koda none3osamens ocmaémcs HeusmMeHHbIM. [Tpu
Heobxodumocmu usmeHums 3Ha4eHue PIN-koda nons3osamens socnons3ylimece npouedypoli popmMamuposaHusl.
B 3mom cnyyae gce daHHbie ¢ k/o4a 6ydym yOaseHsi.

7. Tpu ycnewHow pasbnoknposke PIN-koga nonb3osatens otobpasnTcs cooTBeTCTBYOWee coobuieHmne. HaxaTb
KHonKy "OK", yTobbl 3aKpbITb €ro.

é.@ PIM-koa pasBnokvpoean d

v PIN-Kog ycnewHo pa3bnokmpoBaH

PucyHok 51 - MHgopmayuoHHoe coobueHue 06 ycnewHoli pasbnokuposke PIN-koda nons3osamens

8.2.3 lMpunoxeHue MOCT ¢ annneTtoM KpMnToToKeH 2 3I1

@ [ns Toro 4to6bl pa3bnokuposaTtb PIN-koa nonb3oBaTens, 3NEKTPOHHbIN Koy ¢ annaetoM KpuntotokeH 2 Il
LLOMKEH BblTb MPOMHULMANM3UPOBAH C 3aaaHHbIM PUK-kopom.

» Ona pas6nokuposanus PIN-kona nonbsosatens:

1. TlMoacoennHUTb 3NEKTPOHHbIM K04, Ha KOTOPOM Heobxoanmo pasbnokunposaTb PIN-kog nonb3osatens, K
KOMMbLOTEPY.

2. 3anyctutb 10 "EanHbin Knunent JaCarta” u nepeiTu B pacluMpeHHbIN PEXUM.

3. B neow naHenu MO "EamHbin KnueHT JaCarta” BbIOpaTh HYXKHbIV 31EKTPOHHbIN K/HOY U B LLEHTPANIbHOW YacTu
nepewTtn Ha Bknagky "TOCT".

4. Ecnu PIN-kog nonb3oBaTtens 3a610knpoBaH, kHonka "Pasbnokuposatb PIN-koa' 6yaet goctynHa ons
HaXaTus:

& Eaunwii Knnenr JaCarta — [m] x

Eaunnblin KnneHt JaCarta Ana‘:am)

JaCarta PKI/GOST

Storage

| WHpopMauma o ToKeHel PKI | rOCTl SecurLogon |

JaCarta PKI/GOST Onepaumni ¢ NPUACKEHNEM

1< *

@ WMBTHOTHES

AO "AnapamH P.O." 1995—-2023 . PykoBopacteo agMuHucTpatopa ans Windows Crp. 56 /75



Eaounnbit Knuent JaCarta 3.0

PucyHok 52 - SnemeHm ynpagnerus "Paz6bnokuposams PIN-k00"

5. Tlocne HaxaTus Ha KHomnKy "Pa3bnokunpoBatb PIN-kop nonb3oBatens” 6yner oTKpbITO OKHO "MacTtep
pasbnokuposku PIN-koga".

ﬁ Macrep pazGnoknpoeadna PIN-koaa x

Cnocob pazBnokmpoeaHua PIN-koaa
BribepuTe cnocob pazbaokmpoeaHna PIN-koga.

O Wcnonb3oBaTh PUK-kog
PazBnokupoeate PIN-kog ¢ nomoukio PUK-koaa

@ 3anpoc-oteer
Pa3bnokvpoBate PIN-KoA4, MCNoAb3yA MEXaHM3M 3anpoc-oTBET

O Mo BpemMeHn
[ina atoro TokeHda pazbnokupoeadve PIN-Koga no BpeMedi
HeoCTYMNHO

Aanee = OTmMmeHa

PucyHok 53 - OkHo "Pasbnokuposka PIN-koda none3oeamens”

6. Bbl6bpaTb NyHKT "Mcnonb3zoBatb PUK-koa" 1 HaxaTb KHOMKy "Oanee”.

B none "PUK-koa" BBecTu Tekywwmin PUK-koa, nocne yero Haxatb KHOMKy "[danee”.

8. [pu ycnewHol pa3bnokMpoBKe 0TOBPa3nTCS COOTBETCTBYHOLEE COObLLEHMe. [Ins ero 3aKpbITMS HAaXaTb
KHOMKY "3aBepwunTs”.

N

® Mactep pasBnorkmposanua PIN-koga X

PaszbnokmpoBanue PIN-koaa
PezynkTatel pazbnokmpoBaHma PIN-KO4a NPHEEAEHBI B OTUETE

OTueT:

Pazbnokmpoeanie PIN-KoAa
OBGHOBAEHWE NapamMeTpoB
+ Pazbnokupoeanne PIN-ko4a GBIN0 yCNewHo BeINOAHEHD

PucyHok 54 - MHgpopmayuoHHoe coobuieHue 06 ycnewHol pazbnokuposke PIN-koda none3osamens
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Pa3zbnokuposaHue PIN-Koga nonb3osatenAa B 